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Succeeding in this course

*Find a quiet space
* Do not multitask

» Take notes on paper or in your
book



Components of a Network

Technology
Then and Now



Technology Then and Now

"Fixed" Computing Mobility/BYOD Internet of Things Internet of
(You go to the device) (The device goes with (Age of Devices) Everything
you) (People, Process,

Data, Things)

50B thi
Doubles every (?) a

years

10B
Doubled every 1.4

years

1995 2000 2011 2020



Networks Support the Way We Learn

*Virtual Classrooms
On-demand Video

Collaborative
Learning Spaces

*Mobile Learning



Networks Support the Way We Communicate

*Instant Messaging
(IM)

*Social Media
*\Weblogs
*Podcasting

*P2P File Sharing



Networks Support the Way We Play/Do Business

*Online Gaming
*Online Shopping

*Online
Entertainment



Network Components - Clients and Servers

Hosts

Client, Server, or both
«Software determines
the role

*Run application
programs

Servers

*Provide information and
services to clients
-e-mail or web pages
Clients

*Request information
from the server.



| have a printer to
share. | have files to share.

A

Print Sharing File Sharing

Advantages
*Easy to set up

*Less complexity
eLower cost

Ikllsadv ntages

0 centralize
administration
*Not so secure

*Not scalable




Network Components

Devices Devices

Internetwork

Devices  Devices
LN LAN

Devices
Media



End Devices

Computers
*Printers
*VoIP Phones

*Security Cameras
*Mobile Handheld Devices




Intermediary Network Devices

*Network Access (Switches and Wireless
Access Points)

Internetworking (Routers)

«Security (Firewalls)




Network Media

Network Media

Copper

Fiber Optics

VWireless

*Copper — Electronic pulses
*Fiber Optics — Pulses of light
*Wireless — Electromagnetic waves




Network Representations

End Devices

Intermediary
Devices

Network Media

=)
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Wireless Router

Multilayer Switch

Laptop
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Wireless Tablet TelePresence Endpoint

Printer
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LAN Switch Router

Firewall Appliance

Wireless Media

LAN Media

WAN Media




Topology Diagrams

Physical Topology

' Ethernet Switch
IntemD

“1 ] Admin Office
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Web Server

File Server Classroom 3
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Classroom 1




Topology Diagrams

Logical Topology

Mail Server 192.168.2.1
Web Server 192.168.2.2
File Server 192.168.2.3

192.168.2.4
192.168.2.5
192.168.26  192.168.1.1

192.168.1.2
192.168.1.3

Department
Server

192.168.1.4
Admin Group 192.168.1.5
Ethernet 192.168.1.6 192.168.1.7
192.168.2.0

192.168.1.8
Printer 192.168.1.9

Classroom 1

Classroom 2

Router-Firewall
Classroom 3

Ethemet 192.168.1.0

Cnternet




Topology Diagrams

Logical Topology
Physical Topology



LANS, WANs and the Internet

Types of
Networks



Types of Networks

| ocal Area Network
(LAN)

\Wide Area Network
(WAN)

*Metropolitan Area
Network (MAN)

*Wireless LAN
(WLAN)

*Storage Area
Network (SAN)



Local Area Network (LAN)

Interconnects devices in a limited area
Administered by single organization/individual
*Provide high speed bandwidth




Wide Area Network (WAN)

TN,

LAN LAN
WAN

*Interconnects LANS
Administered by multiple service providers
*Slower speed links between LANs




MAN, WLAN, and SAN

MAN

Greater than LAN but
smaller than WAN

WLAN
Similar to LAN but
wireless

SAN

*Designed to support
file servers, and
provide data storage.




The Internet - A Network of Networks




Connecting to the Internet

Internet
Access
Technologies



Internet Access Technologies

‘ -

Home User Cable

Il Cellular

Teleworker
w .
N A
Satellite

Dial-Up Telephone

InterneD

Internet Service
Provider

Small Office




Packet Tracer Basics: Part |

Part I



Packet Tracer Basics: Part 1l

Part 11



Rules of Communication

Establishing
Rules



Establishing Rules

Communication begins
with a message, or
Information, that must
be sent from a source
to a destination

Protocol: Rules that
govern communications
Protocol suite: A
group of inter-related
protocols

Example: TCP/IP




Message Encoding

Message  Signal Signal  Message

Message P Encoder * Transmiter ®  Tranemission * Receiver ® Decoder ®  Message
Soune Medium Destination
"The Channal"

Source
Encaeded

Che=s=tinsticmm
Oheaecocdad




Message Formatting and Encapsulation

Sender
40BS SE Pine Street
Ocala, Florida 34471

Recdipient
1400 Main Street
Canton, Ohio 44203

Dear Jane,

| just returned from my trip. | thought you
might like to see my pictures.

John

Recipient Sender Salutation Recipient Content of Sender End of
(destination) | (source) (start of (destination) | Letter (source) |Frame (End
Location Location message identifier (encapsulated |identifier |of message
address address indicator) data) indicator)
Envelope Addressing Encapsulated Letter
1400 Main |4085 SE Dear Jane | just retumed |John
Street Pine Street from my trip. |
Canton, Ocala, thought you
Ohio 44203 |Florida might like to

34471 see my

pictures.




Message Size, Timing, Access Method

Message Size

*Breaks into smaller size or
sentences

Timing

When to speak, and how
long to wait for a response
Access Method

*Determines when someone
IS able to send a message

*|f two people talk at the
same time, a collision
occurs

*Hosts need an access
method to know when to
begin sending messages



Flow Control, Response Timeout

Flow Control

How much information
can be sent.

*Hosts use flow control to
negotiate how much data
can be sent/received

Response Timeout

*Hosts on the network also
have rules that specify
how long to walit for
responses and what
action to take if a
response timeout occurs



Message Delivery Options - Unicast

Source




Message Delivery Options - Multicast

Source




Message Delivery Options - Broadcast /

Source




Message Delivery Options - Broadcast

Unicast

Multicast

Broadcast



Protocol Suites

TCP/IP
Protocol
Suites



TCP/IP Protocol Suite

TCPI/IP Protocol Suite and Communication Process

Name Host Email File Web
System Config Transfer

Application Layer DS -BO m m m
oice | por § TP
IP

Routing Protocols
Support
Internet Layer “

Network Access Layer m m Ethernet Interface Drivers




Protocol Encapsulation Terms

Ethernet

IP

TCP

HTTP

Data

A

A

A

A

User

Data

A

HTTP Data

TCP Segment

IP Packet

Ethernet Frame

Web Server

Ethernet

TCP

Data

Web Client




Standard Organizations

ISOC
IAB
IETEH
IEEE
ISO



Internet =, Internet Society (ISOC)

v\?\/\
% & Internet Architecture Board (IAB)
1lAB

~.__. | Internet Engineering
e o Task Force (IETF)

< NM_. Internet Research

1 © T F

Task Force (IRTF)

Internet Engine(?éigg;)Steering Group l Internet Research Steering Group (IRSG) '
Working Working Research Research
Group #1 Group #2 Group #1 Group #2




IEEE 802 Working Groups and Study Groups

« 802.1 Higher Layer LAN Protocols Working Group

« 802.3 Ethernet Working Group

«  802.11 Wireless LAN Working Group

« 802.15 Wireless Personal Area Network (WPAN) Working
Group

« 802.16 Broadband Wireless Access Working Group

» 802.18 Radio Regulatory TAG

« 802.19 Wireless Coexistence Working Group

- 802.21 Media Independent Handover Services Working
Group

- 802.22 Wireless Regional Area Networks
«  802.24 Smart Grid TAG




Reference Models

Benefits of

Layered
Model



A networking model is only a

OSI| Model TCP/IP Protocol Suite

i' Application i]

l' Presentation il HTTP, DNS, DHCP, FTP
ﬁ TCP, UDP

C o) ol e
A PPP, Frame Relay,

Ethernet

Physical

representation of a network operation.
The model is not the actual network.

TCP/IP Model

Application

" W'l"ransport il
‘I 7 Internet il

Network Access




OSI Model

OS1 Model

PN

PN

AN

FALN
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data unit layers
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f frames FPhysical Addressing (WMAGC & LLC)
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E and Eﬁ"lﬂ';——'riimm




TCP/IP Model

TCP/IP Model

Represents data to the user, plus encoding and dialog

Application Sy
Transport Supports communication between diverse devices across
diverse nefworks.
Internet Determines the best path through the network.

Controls the hardware devices and media that make up the
network.

Network Access




Internetwork Operating System (10S)

Cisco IO0S



Cisco 10S

All networking equipment
depend on operating
systems:

-End users

-Switches

-Routers _
-Wireless access points
-Firewalls

Cisco Internetwork
Operating System (I0S)

Collection of network
operating systems used on
Cisco devices



Operating System

Operating System

CLI
‘Shell
Kemel
Hardware GuUl

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made either through the CLI or GUI interfaces.




Operating System

Operating System

CLI
‘Shell
Kemel
Hardware GuUl

Kernel: Communicates between the hardware and software of a computer and manages
how hardware resources are used to meet software requirements.

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made either through the CLI or GUI interfaces.




Operating System

Operating System

CLI
‘Shell
Kemel
Hardware GuUl

Hardware: The physical part of a computer including underlying electronics.

Kernel: Communicates between the hardware and software of a computer and manages
how hardware resources are used to meet software requirements.

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made either through the CLI or GUI interfaces.




10S Functions

Internetwork Operating System for Cisco networking devices

Addressing | Interface




Accessing an 10S Device

Console

Access
Methods



Console Access Methods

‘Most common
methods to access
the Command Line
Interface

Console
*Telnet or SSH
*AUX port



Console Port

NI

CiIsCo

- i i
‘3'-3:] -

*Device is acceSS|bIe even if no networking services
have been configured

*Need a special console cable (aka rollover cable)
* Allows configuration commands to be entered

* Should be configured with passwords to prevent
unauthorized access

*Device should be located in a secure room so console
port can not be easily accessed




Telnet, SSH, and AUX Methods

sileanle. .
Cisco
-

A J=' - ¥ e L

Telnet

« Method for remotely accessing the CLI over a network

* Require active networking services and one active
Interface that is configured

Secure Shell (SSH) — Preferred over Telnet

* Remote login similar to Telnet but utilizes more security
« Stronger password authentication

« Uses encryption when transporting data

Aux Port (not used too much)
« Qut-of-band connection

* Uses telephone line

 Can be used like console port




g PulT Y Configuration

C=tegony

L=

= Session Basic options for your PuT | ¥ sessson
TV Log.gl1-g SpeciHy the destination you warnrt to cormect to
: ' n: al - Host Name {or IFP address) FPoest
e Bel ==
e Festur=s Conmaction type
—1- Whindow r Raw 0 Teinet T Foge @ SSH Sen=d
A 2e = Load. save or delaete = stor=d sessson
: BEBaehawvioosr
Transistionr Saved Sessiorns
: Selectson
: Colours
Default S=estings Lood
= Cormection [ ]
Tenet | Delicte
- RO
+ - SSH
- Setol Close window on exat
' Abwesays 2 Never & Ondy on clesr: exa

Software available for connecting to a networking device
(usually same as terminal/serial/console connection):

PuTTmTyY

*Tera Term
*HyperTerminal
*OS X Terminal




Navigating the 10S

I0S Modes
of Operation



10S Modes of Operation

I0S Mode Hierarchical Structure

T=er EXEC Comand-Fouter:>

Ping .
showm {1limited)
enabla

etc.
Privileged EXBEC Commands-Router$

all User EXEC commerdls
debag comrends

relaad Global Configuration Commands-Router (config)#
confiqure hostnare
etec. enabls zscract

ip romte

interface ethernet Interface Commands-Fouter (config-if)#

garial ip address
dal ipre addressa
e, encapaulation
smtdown, oo shutdown
etc.
router rip EE!.:I.t:LI:I.E Engine Commands-Fouter {config-router)#
oapt networ { !
eigrp VErslon
eiho, auto SumERry
etc.
line sty Line Commands-Rouoter{config-line)
console password
e, Lexgic

mexlem comrands
etc.




Primary Modes

User EXEC Mode

Limited examination of router.
Remote access.

Switch>
BEouter>

The User EXEC mode allows only
a limited number of basic
monitaring commands and is often
referred to as view-only mode.

i

Privileged EXEC Mode

The Privileged EXEC mode, by Detailed examination of router,

default, allows all monitoring
commands, as well as execution of
configuration and management
commands.

Debugging and testing. File manipulation.
Remote access.

Switch#
Router#




Global Configuration Mode and Submodes

Privileged EXEC Mode

Privileged EXEC Mode
Detailed examination of router, Debugging and
testing. File manipulation. Remote access.

Switch#
Routar#
Within Privileged EXEC
mode, network l
administrators can

access the global Global Configuration Mode

configuration mode and :

| other sub- Global configuration commands.
all of : Switch (config) #
configuration modes. Router {config) #

i

Other Configuration Modes
Specific service or interface configurations.
Switch (config-mode) #

Router (config-modes) #




Global Configuration Mode and Submodes

105 Prompt Structure

Bouter>ping 192.1628.10.5
Router#fshow running-config
Router (config) §Interface FastEthernet 0/0

Router (config-if)#ip address 192.165.10.1 255.255.255.0

The prompt changes to denote the current CLI mode.

Switch»ping 19%2.168.10.9
Switch#fshow running-config
Switch (config) §Interface FastEthernet 0/1

Switch (config-if)#Description connection to WEST LAN4




Navigating Between 10S Modes

Eouter conl is now available.
Press BETURN to get started.

User Access Verification

Password:
Eouter> (—[ User EXEC Mode Prompt ]
aenable

Eouter>

Password: o

Routerd (_[ Privileged EXEC Mode Pmmpt]
Eouterfdisable

Eouter> (—[ User EXEC Mode Pmmpt]

Eouterraxit

Router




Navigating Between 10S Modes

User Mode
Privileged Mode

*Global
Configuration Mode



The Command Structure

Basic I0S
Command
Structure



Basic 10S Command Structure

Switch>ping 192 168.10.5

Keyword or
Argument

Switch>show ip protocols




Cisco 10S Command Reference

® [or the ping command:
Switch> ping IP-address
Switch> ping 10.10.10.5

The command is ping and the user defined argument
Is the 10.10.10.5.

® Similarly, the syntax for entering the traceroute
command is:

Switch> traceroute IP-address
Switch> traceroute 192.168.254.254

The command is traceroute and the user defined
argument is the 192.168.254.254.




Context-Sensitive Help

Context Sensitive Help

Switch#el? Command options - display
clear clock S a list of commands or

kevwords that start with the
characters cl

Switché#elock sat 7 Command explanation - the

hh:mm:s2 cCurrent Time - 05 displays what
command arguments or
variables can be next, and
provides an explanation of
each

switch#elock set 19:50:00 2
<1-31> ©Dpay cf the month -k
MONTH Month of the year

Command explanation with
more than one argumant or
variable option

Switch#elock =at 19:50:00 25 Juna 2012
Switchs#




Command Syntax Check

Switch#>clock set Switch#e
% Incomplete command. % Ambiguous command:'c'
Switch#elock sat 19:50:00 - +
% Incomplete command. The |03 returmns a help message to

. ’ indicate that there were not enough
The 103 returns a help message characters entered for the command
indicating that required keywords or interpreter to recognize the command.
arguments were left off the end of the
command.

P

twitchiclock =at 19:50:00 25 6

o~

% Invalid input detected at '*'

markar.
.

The 10S returns a "*" to indicate where the command
interpreter can not decipher the command.




Hot Keys and Shortcuts

Tab - Completes the remainder of a partially typed
command or keyword

Ctrl-R - Redisplays a line
Ctrl-A — Moves cursor to the beginning of the line
Ctrl-Z - Exits configuration mode and returns to user EXEC

Down Arrow - Allows the user to scroll forward through
former commands

Up Arrow - Allows the user to scroll backward through
former commands

Ctrl-Shift-6 - Allows the user to interrupt an IOS process
such as ping or traceroute.

Ctrl-C - Aborts the current command and exits the
configuration mode




10S Examination Commands

Switcht#show version| | Switchtshow flash | Switchishow interfacas

|
v

RAM NVEAM Flash
Intemetwork Operating System
Backup .
Active Configuration %piizg?sg Interfaces
Programs | Configuration Tables and File Y
: Buffers
File
Switchishow processas Switchtshow arp
Switch#show cdp neighbors Switch#show mac-address-table
Switch#show wlan

Switch#show running-config Switch#show startup-config




The “show version” Command

Fouter$#show wersion ks
Claco IDE Softwars, C1l2300 Software FClQDD—UHI?EREALKH—H], Warzion
15.2 ({4)M1, RELEASE SOFTWARE (fcl)
Technical support: http://www.cisco.com/techsupport
Copyright {=) 1l9B&6-201Z by Ti=zco Svyatema, ILnc,
Compiled Thu 26-Jul-12 18:34 by prod rel team

BOM: Swstem Bootstrap, Versicon 15.0{1=)M15, ELEASE SOFTWARE (fcl)

cigcol?d]l uptime iz 41 minutes

[ Syatew returoed to BOM by power—on

Svatem image file iz ""flashd:cl200-universzlkS-m=z.35P&,152-
4. Ml.bin™"

Lasat reload type: Hormzal Beloaad

Lasat reload reascn: powsSr—oll

Thiz product contazins cryptographic festures and iz subject to
Tnited

Statez and local country lzwsa governing imoort, export, tranafer
and

usze, Delivery of Cizco cryptographic products dosesa not imply
third-party zuthority to import, export, distribute or use
encryption. |+

FEouterd#show version




The Command Structure

*|OS Command
Structure
«Context-Sensitvie
Help

Command Syntax
Check

*Hot Keys and
Shortcuts

*|OS Examination
Commands



Packet Tracer - Navigating the 10S

Basic Connections
Accessing the CLI
Exploring EXEC
Modes

Setting the Clock




Configuring Hostnames

Device
Names



Device Names

Hostnames allow devices to be identified by network
administrators over a network or the Internet.

Some guidelines for naming conventions are that names
should:

« Start with a letter

« Contain no spaces

* End with a letter or digit

 Use only letters, digits, and dashes
* Be less than 64 characters in length




Configuring Hostnames

Configure the switch hostname to be 'Sw-Floor-1'

Jwitch# configure terminal
Enter configuration commands, one per line. End with CNIL/Z.

Switch(config)# hostname w-Floor-1
Sw-Floor-1(config) 4

You successfully configured the switch hostname,




Limiting Access to Device Configurations

Securing
Device
Access



Securing Device Access

Enable Password
Enable Secret
Console Password
VVTY Password



Securing Privilege EXEC Access

Sw-Floor-l>anable

Sw-Floor-14

Sw-Floor-1{conf terminal
Sw-Floor-1({config) #enable secret class
Sw-Floor-1({config) #exit

Sw-Floor-1#

Sw-Floor-l#disable

Sw-Floor-l»anabla

FPassword:

Sw-Floor-14

 use the enable secret command, not the older
enable password command

* enable secret provides greater security because the
password is encrypted




Securing User EXEC Access

Sw-Floor-1({config) #line console 0
Sw-Floor-1(config-line) tpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor—-1{config-line) fexit
Sw-Floor-1{config)#
Sw-Floor-1{config) #line vty 0 15
Sw-Floor-1(config-line) tpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor—-1{config-line) #

= Console port must be secured

* Reduces the chance of unauthorized personnel
physically plugging a cable into the device and gaining
device access

= VTY lines allow access to a Cisco device via Telnet




Securing Device Access

Enable Password
Enable Secret
Console Password
VVTY Password



Packet Tracer - Configuring Initial Switch

Verity Default
Switch
Configuration
Configure a Basic
Switch
Configuration
Configure a MOTD
Banner

Configure S2



Packet Tracer - Building a Simple Network

Set up the Network Topology
Configure PC Hosts
Configure and Verify Basic
Switch Settings



Packet Tracer - Configuring Switch Management Address

Configure a Basic Network
Device

Verify and Test Network
Connectivity



Physical Layer Protocols

Connecting
to the
Network



Connecting to the Network

Home Router

Embedded Wireless Antenna

Ethernet Switch Internet Connection

A physical connection can be a wired connection using a cable
or a wireless connection using radio waves.




Network Interface Cards

*Network Interface Cards (NICs) connect a device to the
network.

*Ethernet NICs are used for a wired connection whereas WLAN
(Wireless Local Area Network) NICs are used for wireless.




Purpose of Physical Layer

Source Node

Application

h

Encapsulation and De-encapsulation I[ Application ]]

Destination Node

1y

Application Data

=

'[
T
’[
|
T

s
L

Session |[ Session JJ
; Segments p i :

Transport DATA DATA DATA “ Transport ]I

— _“' =, Packet - _i
Header DATA, [ Metwork ]

~
= Frame ' t
|| Header | Header DATA Trailer “ Data Link

|

(

Bits

2

.|1|n|1|n|n|1|1|1|n|n|1|[[ e ]

p—

B

Signal

The OSI physical layer provides the means to transport the bits
that make up a data link layer frame across the network media.




Physical Layer Media

Outbound {Tx} signal

Sample electrical signals
transmitted on copper cable

signals

Microwave (wireless) signals

The physical layer produces the representation and groupings of bits
for each type of media as:

*Copper cable: The signals are patterns of electrical pulses.
*Fiber-optic cable: The signals are patterns of light.

*Wireless: The signals are patterns of microwave transmissions.




Physical Layer Standards

Application

Presentation

Sessi The TCP/IP standards are implemented in
<l software and governed by the IETF.
Transport
Network
The physical layer standards are implemented
|[ Batarlink J = in harfdwa?re apd are governed by many
. J organizations including:
— - SO

Physical ) ?ﬂ[‘&‘

) + ANSI

- |EEE




Physical Layer Fundamentals

Bandwidth
Throughput



Bandwidth

Unit of Bandwidth Abbreviation

Bits per second bps 1 bps = fundamental unit of bandwidth
Kilobits per second kbps 1 kbps = 1,000 bps = 10*3 bps

Megabits per second Mbps 1 Mbps = 1,000,000 bps = 1046 bps
Gigabits per second Gbps 1 Gbps = 1,000,000,000 bps = 1049 bps
Terabits per second Thps 1 Thps = 1,000,000,000,000 bps = 10*12 bps

Bandwidth is the capacity of a medium to carry data.
Typically measured in kilobits per second (kb/s) or megabits per
second (Mb/s).




Throughput

Throughput is the
measure of the transfer of
bits across the media
over a given period of
time.

*Due to a number of
factors, throughput
usually does not match
the specified bandwidth
In physical layer
Implementations.

*http://www.speedtest.net/

http://ipv6-
test.com/speedtest/



http://www.speedtest.net/
http://www.speedtest.net/
http://ipv6-test.com/speedtest/
http://ipv6-test.com/speedtest/
http://ipv6-test.com/speedtest/

Physical Layer Protocols

NICs
Physical Layer
Media,
Standards,
Fundamentals



Network Media

Copper Cabling
UTP Cabling
Fiber Optic
Cabling
Wireless Media



Copper Media

Unshielded Twisted-Pair (UTP) cable Shielded Twisted-Pair (STP) cable

Coaxial cable




Unshielded Twisted-Pair Cable

‘ Protects the copper wire from | ‘ Protects the signal from '
-~ -
Outer Jacket Twisted-Pair
Electrically isolates
wires from each other
-~
< Color-Coded
Plastic

Insulation




Shielded Twisted-Pair Cable

Braided Shield Twisted Pairs

|

Jacket




Coaxial Cable

[
Quter Jacket Braided Copper Shielding

v

r Copper Conductor

+ Plastic Insulation

Coaxial Connectors

BNC N type




Copper Media Safety

The separation of data and electrical power cabling

must comply with safety codes.

Installations must be inspected for Equipment must be grounded correctly.
damage.




Fiber Optic Cabling




Fiber vs. Copper

Implementation issues Copper media Fibre-optic

Bandwidth supported 10 Mbps — 10 Gbps 10 Mbps — 100 Gbps
: Relatively short Relatively High
Ristaice (1 — 100 meters) (1 — 100,000 meters)
Immunity to EMI and RF Low Altle
(Completely immune)
Immunity to electrical hazards Low Al
(Completely immune)
Media and connector costs Lowest Highest
Installation skills required Lowest Highest

Safety precautions Lowest Highest




Wireless Media

==
|

Fi

€3 Bluetooth’

WP A%

IEEE 802.11 standards

Commonly referred to as Wi-Fi

Uses CSMA/CA

Variations include:
802.11a: 54 Mb/s, 5 GHz
802.11b: 11 Mb/s, 2.4 GHz
802.11g: 54 Mb/fs, 24 GHz
802.11n: 600 Mb/s, 2.4, and 5 GHz
802.11ac: 1 Gb/s, 5 GHz
802.11ad: 7 Gb/s, 2.4 GHz, 5 GHz, and
60 GHz

IEEE 802.15 standard

Supports speeds up to 3 Mb/s

Provides device pairing over distances from
1 to 100 meters

|IEEE 802.16 standard

Provides speeds up to 1 Gb/s

Uses a point-to-multipoint topology to
provide wireless broadband access




802.11 Wi-Fi Standards

Backwards

Standard Maximum Speed Frequency compatible

802.11a 54 Mbps 5 GHz No

802.11b 11 Mbps 2.4 GHz No

802.11g 54 Mbps 2.4 GHz 802.11b

802.11n 600 Mbps 2.4 GHz or 5 GHz 802.11b/g
1.3 Gbps

802.11ac (1300 Mbps) 2.4 GHz and 5.5 GHz 802.11b/g/n

302.11ad 7 Gbps 2.4 GHz, 5 GHz and 60 802.11b/g/n/ac

(7000 Mbps) GHz




Network Media

Copper Cabling
UTP Cabling
Fiber Optic
Calbing
Wireless Media



Data Link Layer Protocols

Purpose of
the Data
Link Layer



Purpose of the Data Link Layer

Data Link Layer

) |
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. e data link layer prepares netwaork data
> ——— The data link | k d Network
for the physical netwark o
1 Phygical ”




Data Link Sublayers

Network

LLC Sublayer
Data Link

MAC Sublayer
Physical

Data Link layer has two sublayers (sometimes):
Logical Link Control (LLC) — Software processes that provide
services to the Network layer protocols.
Media Access Control (MAC) - Media access processes
performed by the hardware.
Provides Data Link layer addressing and framing of the data
according to the protocol in use.




Data Link Frame Fields - Header

The Role of the Header

Header

Data FC3

Start Frame Address  Type / Length

Start Frame E

This field tells other devices on the network that a frame is coming along the medium.




Data Link Frame Fields - Header

The Role of the Header

Header

Data FCS3

Start Frame Address  Type/ Length

Address E

This field stores the source and destination data link addresses.




Data Link Frame Fields - Header

The Role of the Header

Header

Data FCs

Start Frame Address  Type / Length

Type / Length E

This field is an optional field used by some protocols to state either what type of data is
coming or possibly the length of the frame.




Data Link Frame Fields - The Trailer

Frame Trailer

Trailer
Source and
Start Frame | Destination
field Addresses | 1YPe field Data
field

Frame Check Sequence

This field is used for error checking. The source calculates a number based on the
frame's data and places that number in the FCS field. The destination then recalculates
the data to see if the FCS matches. If they don't match, the destination deletes the frame.




Data Link Frame Fields - The Trailer

Frame Trailer

Source and
Start Frame | Destination
field Addresses | 1YPe field Data
field
Stop Frame

Trailer

Stop Frame

This field, also called the Frame Trailer, is an optional field that is used when the length of
the frame is not specified in the Type/Length field. It indicates the end of the frame when

transmitted.




Ethernet Protocol for LANs

Frame Check
sequence

Preamble Destination Source

Preamble - Used for synchronization; also contains a delimiter to mark the end of the timing
information

Destination Address - 48-bit MAC address for the destination node

Source Address - 48-bit MAC address for the source node

Type - Value to indicate which upper layer protocol will receive the data after the Ethernet
process is complete

Data or payload - This is the PDU, typically an IPv4 packet, that is o be transported over the
media.

Frame Check Sequence (FCS) - A value used to check for damaged frames




Point-to-Point Protocol for WANs

Flag Address Control  Protocol

1 byte 1 byte 1 byte 2 bytes variable 2 or 4 bytes

Flag - A single byte that indicates the beginning or end of a frame. The flag field consists of the
binary sequence 01111110,

Address - A single byte that contains the standard PPP broadcast address. PPP does not
assign individual station addresses.

Control - A single byte that contains the binary sequence 00000011, which calls for
transmission of user data in an unseguenced frame.

Protocol - Two bytes that identify the protocol encapsulated in the data field of the frame. The
most up-to-date values of the protocol field are specified in the most recent Assigned Numbers
Request For Comments (RFC).

Data - Zero or more byles that contain the datagram for the prolocol specified in the protocol
field.

Frame Check Sequence (FCS) - Normally 16 bits {2 bytes). By prior agreement, consenting
PPP implementations can use a 32-bit (4-byte) FCS for improved error detection.




Media Access Control - Data Link Frame

Data Link Frame

Ethernet Protocol
PPP Protocol



Data Link Layer Protocols

Link Layer
Sublayers: LLC
and MAC

Frame Structure



Network Layer Protocols

The Network
LLayer



The Network Layer

*Provides services to
allow end devices to
exchange data across
the network.

*Uses four basic
processes:

1. Addressing end
devices

2. Encapsulation

3. Routing

4. De-encapsulation



Network Layer Protocols

Common Network Layer
Protocols
IPv4
IPv6
Legacy Network Layer
Protocols
Novell Internetwork
Packet Exchange (IPX)
AppleTalk
Connectionless
Network Service
(CLNS/DECNEet)



Characteristics of IP Protocol

Connectionless:

No connection Is
established before
sending data
packets.

* Best effort delivery:
No additional
overhead is used to
guarantee packet
delivery.

 Media independent:
Operates
Independently of the
medium carrying the
data.



Connectionless Service

IP Header IP Header

o
A packet is sent.

The sender doesn't know: The receiver doesn't know:

+ ifthe receiver is present « when it is coming
+ If the letter arrived
+ if the receiver can read the

letter
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network quickly.

Packets are routed through the ] [ Some packets may be lost en route. ]

As an unreliable network layer protocal, IP does not guarantee that all sent packets will be
received. Other protocols manage the process of tracking packets and ensuring their delivery.




Media Independent

ndr Ethernet

Wireless

\ l'l"l'i |“|||I

|P packets can travel over different media.




Network Layer Protocols

Network Layer
Functions
[P Characteristics



IPv4 Packet ;

IPv4 Packet
Structure



IPv4 Packet Structure

*An |IPv4 packet has
two parts:

P Header -
dentifies the
packet
characteristics.
Payload -
Contains the Layer
4 segment
Information and
the actual data.




IPv4 Packet Header

Differentiated Services)
Internet (DS)
Version | Header Total Length
Length
DsSCP ECM
Identification Flag Fragment Offset
20
Bytes
Time-to-Live Protocaol Header Checksum

Source IP Address

ﬁ

Destination IP Address

Options (optional) Padding




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
FiIter:I j Expression... Clear Apply  Save
No. |Time |Source |pestination |Protocol_|Lenath _|info -
1 0.00000000 fe80: :blee:cdae:allff02::c SSDP 208 M-SEARCH * HTTP/1.1
2 0.30588900192.168.1.109 192.168.1.1 TCP 66 56081 = http [5YN] Seq=0 Win=8192 Len=0 M55=1260 WS=4 SACK_P
3 0.30723400192.168.1.109 192.168.1.1 TCP 66 56082 > http [SYN] Seq=0 Win=8192 Len=0 M55=1260 WS=4 SACK_PI
4 0.31007200192.168.1.1 192.168.1.109 TCFP 66 http > 56081 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1460 {—
5 0.31018800192.168.1.109 192.168.1.1 TCFP 54 56081 > http [ACK] Seq=1 Ack=l Win=66780 Len=0
6 0.31092800192.168.1.1 192.168.1.109 TCFP 66 http > 56082 [5YN, ACK] Seq=0 Ack=1 wWin=5840 Len=0 M55=1460 !
7 0.31103000192.168.1.109 162.168.1.1 TCP 54 56082 > http [ACK] Seg=l Ack=1 Win=66780 Len=0
8 0.35044400192.168.1.109 192.168.1.1 HTTP 425 GET / HTTP/1.1 j
d | ol

H Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
& Ethernet II, src: IntelCor_45:5d:c4 (24:77:03:45:5d:c4), Dst: Cisco-Li_a0:dl:be (00:18:39:a0:d1:be)
® Internet Protocol Version 4, src: 192.168.1.109 (192.168.1.109), Dst: 192.168.1.1 (192.168.1.1)

Version: 4
Header Tlength: 20 bytes

® Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 52
Identification: 0x31fc (12796)

M Flags: 0x02 (Don’'t Fragment)
Fragment offset: 0
Time to live: 128
protocol: TCP (6)

® Header checksum: 0x4509 [correct]
source: 192.168.1.109 (192.168.1.109)
Destination: 192.168.1.1 (192.168.1.1)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

Transmission Control Protocol, Src Port: 56081 (56081), Dst Port: http (80), Seq: O, Len: O

0000 00 18 39 a0 dl bhe 24 77 03 45 5d c4 08 00 IRV
0010 Cc 40 00 B0 06 aB 01 od cO a§
0020 (gl db 11 00 50 a0 cc 44 95 00 00 OO0 OO0 80 02
0030 20 00 Ob 5c 00 00 02 04 04 ec 01 03 03 02 01 01
0040 04 02

s L

e| Internet Protocol Version 4 (ip), 20 bytes Packets: 16 Displayed: 16 Marked: 0 Dropped: 0 Profile: Default




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fter: P Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:all ff02::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.14 engt DSCP C
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 192.168.1.1
7 0.31103000192.168.1.109 192.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
H Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum

Version: 4
Header Tlength: 20 bytes
# Differentiated services Field: Ox00 (DscCP 0x(
Total Length: 52
Identification: 0x31fc (12796) . .
Flags: 0x02 (Don't Fragment) Destination IP Address
Fragment offset: 0
Time to live: 128
protocol: TCP (6) Options (optional) Padding
® Header checksum: 0x4509 [correct]
source: 192.168.1.109 (192.168.1.109)
Destination: 192.168.1.1 (192.168.1.1)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 56081 (56081), Dst Port: http (80), Seq: O, Len: O

Source IP Address

0000 00 18 39 a0 dl bhe 24 77 03 45 5d c4 08 00 IRV
0010 4 Cc 40 00 B0 06 aB 01 od cO a§
0020 (gl db 11 00 50 a0 cc 44 95 00 00 OO0 OO0 80 02
0030 20 00 Ob 5c 00 00 02 04 04 ec 01 03 03 02 01 01
0040 04 02

s L

e| Internet Protocol Version 4 (ip), 20 bytes Packets: 16 Displayed: 16 Marked: 0 Dropped: 0 Profile: Default




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fter: P Differentiated
Mo, |'I'|rne |Source |Des1jr|atior| H
1 0.00000000 fe80: :blee:cdae:all ff02::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.14 engt DSCP C
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 192.168.1.1
7 0.31103000192.168.1.109 192.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
H Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum

Version:
: 20 bytes
# Differentiated services Field: Ox00 (DscCP 0x(
Total Length: 52
Identification: 0x31fc (12796) . .
Flags: 0x02 (Don't Fragment) Destination IP Address
Fragment offset: 0
Time to live: 128
protocol: TCP (6) Options (optional) Padding
® Header checksum: 0x4509 [correct]
Source: 192.168.1.109 (192.168.1.109) . .
Destination: 192.168.1.1 (192.168.1.1) VerS|0n (4 bltS)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

# Transmission control Protocol, Src Port: 56081 | — Ind|cates the VerSIOn Of IP Currently used.
D000 00 18 39 a0 dl be 24 77 03 45 5d c4 08 U . 0100 = 4 and therefore IPV4

— 0110 = 6 and therefore IPv6

Source IP Address

0020 [l db 11 00 50 a0 cc 44 95 00 00 00 00
0030 20 00 Ob 5c 00 0D 02 04 04 ec 01 03 03 02
0040 04 02

e| Internet Protocol Version 4 (ip), 20 bytes Packets: 16 Displayed:




Sample IPv4 Packet

711 Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-C0B68085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from [trunk-1.8)] -0l x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help
oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fter: P Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:all ff02::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er E Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L
4 0.31007200192.168.1.1 192.168.1.14 engt DSCP C
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 192.168.1.1
7 0.31103000192.168.1.109 192.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
1
Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet II, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
Vercinn: 4
IHeader length: 20 bytes
pifferentiated services Field: 0x00 (DsCP 0x{ Source IP Address
Total Length: 52
Identification: 0x31fc (12796) . .
Flags: 0x02 (Don't Fragment) Destination IP Address
Fragment offset: 0
Time to live: 128
protocol: TCP (6) Options (optional) Padding
Header checksum: 0x4509 [correct]
source: 192,168.1.109 (192.168.1.109)
Destination: 192.168.1.1 (192.168.1.1) IP Header Length (4 bitS)
[source GeoIP: unknown]
[Destination GeoIP: uUnknown] orm q q
Tranemission control Protocel sreperesseosy| —  ldentifies the number of 32-bit words in the header.
550000 15 35 0 dibe i s =T oso0] —  The minimum value for this field is 5 (i.e., 5x32 = 160
0010 z 00 80 06 9 c0 ag 0l b X q . .
0020 WERE] @b 17 00 50 20 cc &2 9500 00 00 00 bits = 20 bytes) and the maximum value is 15 (i.e.,
0030 20 00 Ob 5c 00 00 02 04 04 ec 01 03 03 02 .
0020 04 02 15x32 = 480 bits = 60 bytes).

e| Internet Protocol Version 4 (ip), 20 bytes

Packets: 16 Displayed: 16




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fiter: | IP Differentiated
Mo, |'I'|rne |Source |Des1jr|atior| H
1 0.00000000 feB0::blee:cdae:allff02::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on E
4 0.31007200192.168.1.1 192.168.1.10 Lengt DSCP c
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 1962.168.1.1
7 0.31103000192.168.1.109 162.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
Frame 2: 66 bytes on wire (528 bits), 66 bytes
Ethernet II, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
Version: 4
Header Tlength: 20 bytes Source IP Address
I Differentiated services Field: OX00 EDSCP nlc
otal LEﬂgtﬂ. 3L
Identification: 0x31fc (12796) . .
Flags: 0x02 (Don't Fragment) Destination IP Address

Differentiated Services (8 bits)
—  Formerly called the Type of Service (ToS) field.

— The field is used to determine the priority of each packet.
—  First 6 bits identify the Differentiated Services Code Point (DSCP) value for QoS.

— Last 2 bits identify the explicit congestion notification (ECN) value used to
prevent dropped packets during times of network congestion.




Sample IPv4 Packet

"1 Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COBGB0B5ABED} [Wireshark 1.8.2 (SVN Rev 44520 from [trunk-1.8)] 101 x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help
DUORM ECEXEL A¢s0TL|BE QAQAQAN FEM K| E
Fter: | IP Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:allfro2::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.1( engt DSCP c
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 1962.168.1.1
7 0.31103000192.168.1.109 162.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
Version: 4
Header Tlength: 20 bytes
F.Wémﬂu.i Field: Ox00 (DscP Ox{ Source IP Address
Total Length: 52
Identification: 0x31fc (12796) . .
Flags: 0x02 (Don't Fragment) Destination IP Address
Fragment offset: 0
Time to live: 128
protocol: TCP (6) Ontions (ontional) Paddin

Total Length (16 bits)

maximum is 65,535 bytes. .

— Sometimes referred to as the Packet Length.
— Defines the entire packet (fragment) size, including header and data, in bytes.

—  The minimum length packet is 20 bytes (20-byte header + 0 bytes data) and the




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help
oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fiter: | IP Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:allfro2::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.10 engt DSCP C
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 1962.168.1.1
7 0.31103000192.168.1.109 162.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
H Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet II, Src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
Version: 4
Header Tlength: 20 bytes
pifferentiated services Field: 0x00 (DsCP 0x{ Source IP Address
Total Length: 52
Identification: 0x31fc (12796) . . P
M Flags: 0x02 (Don’'t Fragment)

Eragnent offeer @ A router may have to fragment a packet
protocol: TCP (6)

Header checksum: 0x4509 [correct] when forwarding it from one medium to
Sour‘<.:e: ]..92.].68.]..109 (192.168.1.109) .
oestinacion: 102165, 1.1 9210811 | gnother medium that has a smaller MTU.
[Destination GeoIP: Unknown]

# Transmission Control Protocol, Src Port:

When this happens, fragmentation occurs
0000 00 18 39 a0 dl be 24 77 03 45 5d c4 .
0010 31 Fe 40 00 s gnd the IPv4 packet uses the following 3
fields to keep track of the fragments

0030 20 00 Ob 5c 00 00 02 04 04 ec 01 03
0040 04 02

e| Internet Protocol Version 4 (ip), 20 bytes Packets: 16 Did




Sample IPv4 Packet

"1 Microsoft: \Device\NPF_{7B83C130-30C5-4419-B79E-COB68085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|

file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fiter: | IP Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:allfro2::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.10 engt DSCP c
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 1962.168.1.1
7 0.31103000192.168.1.109 162.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
1
H Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
Version: 4
Header Tlength: 20 bytes
pifferentiated services Field: 0x00 (DsCP 0x{ Source IP Address
Total Length: 52
Identification: 0x31fc (12796) . .
+ aga: UX on Tagmen Destination IP Address

Fragment offset: 0
Time to live: 128 Qr=0 Q Q
protocol: TCP (6) |dent|flcat|0n (16 bltS)
® Header checksum: 0x4509 [correct]
Source: 192.168.1.109 (192.168.1.109)

vestination: 102.168.1.1 aoz.165.1.0) | —  Field uniquely identifies the fragment of an
[source GeoIP: unknown] . .
original IP packet.

[Destination GeoIP: Unknown]
# Transmission Control Protocol, Src Port:

0000 00 18 39 a0 dl bhe 24 77 03 45 5d c4 08 00 IRV 90 8w LETL L
0010 34 3 c 40 00 80 06 A b0 C

0020 (gl db 11 00 50 a0 cc 44 95 00 00 OO0 OO0 80 02 R
0030 20 00 Ob 5c 00 00 02 04 04 ec 01 03 03 02 01 01 N e
0040 04 02 .

e| Internet Protocol Version 4 (ip), 20 bytes Packets: 16 Displayed: 16 Marked: 0 Dropped: 0 Profile: Default

s L




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fter: | IP Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:allfro2::c Versi Head Services
2 0.30588900 192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.1( engt DSCP c
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 1962.168.1.1
7 0.31103000192.168.1.109 162.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
1
Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
Version: 4
Header Tlength: 20 bytes
pifferentiated services Field: 0x00 (DsCP 0x{ Source IP Address
Total Length: 52
5 5 4 nu)‘lﬁa— S 2700
' Destination IP Address
Fragment offset: 0

Time to Tive: 128 .
rotocol: (6)

Eeazer‘ che:EZum? 0x45 Flag (3 bItS)
Source: 192.168.1.109 . . . . . .
estination: 192168, —  This 3-bit field identifies how the packet is fragmented.
[Destination GeoIP: U

= mransmissionconerol®rl — |t js used with the Fragment Offset and Identification
000 W fields to help reconstruct the fragment into the original
b030 36700 0b ¢ 00 00 0] paCket.

0040 04 02

e| Internet Protocol Version 4 (ip), 20 bytes Packets: 16 Displayed: 16 Marked: 0 Dropped: 0 Profile: Default 4




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fter: P Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:all ff02::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.14 engt DSCP C
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 192.168.1.1
7 0.31103000192.168.1.109 192.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
|
H Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum

Version: 4
Header Tlength: 20 bytes
# Differentiated services Field: Ox00 (DscCP 0x(
Total Length: 52
Identification: 0x31fc (12796)

) Destination IP Address
IFragment offset: 0 I

Time to T1ve: 128 |
protocol: TCP (6) o
# d heck HEPE
eaaer cnecien: o4 Fragment Offset (13 bits)
Destination: 192.168

Source IP Address

[source ceore: wind —  Field identifies the order in which to place the packet
e fragment in the reconstruction of the original
0000 opLE 22 e0 L be unfragmented packet.
0020 11 00 50
0030 20 00 Ob 5c 00 D0 Q2 S I N ERImmrErEEE,
0040 04 02 e j
G|Internet Protocol Version 4 {ip), 20 bytes Packets: 16 Displayed: 16 Marked: 0 Dropped: 0 Profile: Default y




Sample IPv4 Packet

i Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COBGBOBSABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] =10l x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help
oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fiter: | P Differentiated
Mo, |'I'|rne |Source |Des1jr|atior| H ead Se rvi ces
1 0.00000000 fe80: :blee:cdae:allff02::c Versi
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
2 0.30723400192,.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.10 engt DSCP C
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 192.168.1.1
7 0.31103000192.168.1.109 192.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
H Frame 2: 66 bytes on wire (528 bits), 66 bytes i .
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
- version: 4
Header Tlength: 20 bytes
pifferentiated services Field: 0x00 (DsCP 0x{ Source IP Address
Total Length: 52
Identification: 0x31fc (12796)
M Flags: 0x02 (Don't Fragme o o .
[Cresmerevitoes Time-to-Live (TTL) (8 bits)
i +o Jive 128
protocol: TCP (6) q g 9 o
header checksum: oxasoe [| —  Used to limit the lifetime of a packet.
source: 192.168.1.109 (19
Destination: 192.168.1.1 . : H : H
et rn cemips omkoou] It is specified in seconds but is commonly referred to as hop
[Destination GeoIP: Unkno
# Transmission Control Protoc Count
s s e — Ifthe TTL field decrements to zero, the router discards the
0010 .
020 U Do packet and sends an ICMP Time Exceeded message to the
0030 20 00 Ob 5c 00 00 02 04
p040 04 02 source IP address.
e| Internet Protocol Version 4 (ip), 20 bytes




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help
DUORM ECEXEL A¢s0TL|BE QAQAQAN FEM K| E
Fiter: | IP Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:allfro2::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.10 engt DSCP c
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 1962.168.1.1
7 0.31103000192.168.1.109 162.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet II, Src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
Version: 4
Header Tlength: 20 bytes
pifferentiated services Field: 0x00 (DsCP 0x{ Source IP Address
Total Length: 52

Identification: 0x31fc (1 .
F'IS\SS-:I 553212;0n': Frg.gme PrOtOCOI (8 bItS)

Fragment offset: 0

ﬂéongﬂ";{;; % ]| — Fieldindicates the data payload type that the packet is
e e carrying, which enables the network layer to pass the data to

bestination: 192.168.1.1 the appropriate upper-layer protocol.

[source GeoIP: unknown]
[Destination GeoIP: unkng

= Transmissien control pretsd —  Common values include ICMP (1), TCP (6), and UDP (17)
W]~ Others: GRE (47), ESP (50), EIGRP (88), OSPF (89)

0010
0020 11 00 50 a0 cq

0030 2000 0b 5c 00 00 02 04— http://www.iana.org/assignments/protocol-numbers/

e| Internet Protocol Version 4 (ip), 20 bytes



http://www.iana.org/assignments/protocol-numbers/
http://www.iana.org/assignments/protocol-numbers/
http://www.iana.org/assignments/protocol-numbers/

Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fter: P Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:all ff02::c Versi Head Services
2 0.30588900192.168.1.109 102.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.14 engt DSCP C
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 192.168.1.1
7 0.31103000192.168.1.109 102.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
1
H Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum

Version: 4
Header Tlength: 20 bytes
# Differentiated services Field: Ox00 (DscCP 0x(
Total Length: 52
Identification: 0x31fc (12796) . .
Flags: 0x02 (Don't Fragment) Destination IP Address
Fragment offset: 0
Time to live: 128
protocol: TCP (6) ODntinnc [antinnal) Dadding

Source IP Address

T e der Checksum (16 bits)
Destination: 192.168.1.1 (192.168.1
1 unk . . 2
Foestination ceots: unknoun] —  Field is used for error checking of the IP header.

¥ Transmission Control Protocol, Src Po

—  The checksum of the header is recalculated and
compared to the value in the checksum field.

0000 00 18 39 a0 dl he 24 77 03 45 5d
0010 = 00 80 06 A
0020 db 11 00 50 a0 cc 44 95 00
0030 20 00 Ob 5c 00 00 02 04 04

pos0 04 02 If the values do not match, the packet is discarded.

e| Internet Protocol Version 4 (ip), 20 bytes




Sample IPv4 Packet

"% Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] - ol x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help

oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fter: P Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:all ff02::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.14 engt DSCP C
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 192.168.1.1
7 0.31103000192.168.1.109 192.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
H Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum

Version: 4

Header Tlength: 20 bytes
# Differentiated services Field: Ox00 (DscCP 0x(

Total Length: 52

Identification: 0x31fc (12796) . .
Flags: 0x02 (Don't Fragment) Destination IP Address

Fragment offset: 0

Time to live: 128

Protocol: TCP (6) Options (optional) Padding

= wAcng [rFarrort]
purce: 192.168.1.109 (192.168.1.109
Destination: 192.168.1.1 (192.168.1.1)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

# Transmission Control Protocol, Src A Source IP Address (32 bits)

0000 00 18 39 a0 dl bhe 24 77 03 45 §

Source IP Address

0010 34 3 c 40 00 80 06
0020 db 11 00 50 a0 cc

— Contains a 32-bit binary value that represents the
0030 20 00 Ob 5c 00 00 02 04 04 ec
0040 04 02 source IP address of the packet.

e| Internet Protocol Version 4 (ip), 20 bytes Pa




Sample IPv4 Packet

71 Microsoft: \Device\NPF_{7BB3C130-30C5-4419-B79E-COB6B085ABED} [Wireshark 1.8.2 (SVH Rev 44520 from /trunk-1.8)] -0l x|
file Edit Yiew Go Capture Analyze Statistics Telephony Tools Intermals  Help
oW e BEEX2a | a¢saTFi|/EE @l #Em % 3
Fter: | IP Differentiated
No. [Time |source |Destination H
1 0.00000000 fe80: :blee:cdae:allfro2::c Versi Head Services
2 0.30588900192.168.1.109 192.168.1.1 er Total Length
3 0.30723400192.168.1.109 192.168.1.1 on L E
4 0.31007200192.168.1.1 192.168.1.1( engt DSCP c
5 0.31018800192.168.1.109 192.168.1.1 h N
6 0.31092800192.168.1.1 1962.168.1.1
7 0.31103000192.168.1.109 162.168.1.1
8 0.35044400192.168.1.109 192.168.1.1 Identification Flag Fragment Offset
4
H Frame 2: 66 bytes on wire (528 bits), 66 bytes . )
Ethernet 11, src: Intelcor_45:5d:c4 (24:77:03:4 Time-To-Live Protocol Header Checksum
Version: 4
Header Tlength: 20 bytes
pifferentiated services Field: 0x00 (DsCP 0x{ Source IP Address
Total Length: 52
Identification: 0x31fc (12796) . .
Flags: 0x02 (Don't Fragment) Destination IP Address
Fragment offset: 0
Time to live: 128
protocol: TCP (6) Options (optional) Padding
® Header checksum: 0x4509 [correct]

Source: 192.168.1.109 (192.168.1.109
estination: 192.168.1.1 (192.168.1.1)

]

[Destination GeoIP: Unknown]

0000 00 18 39 a0 dl he 24 77
0010 34 3 c 40 00 80 06
0020 db 11 00 50 a0 cc
0030 Ob 5c 00 00 02 04
0040 04 02

03 45 5d d

e| Internet Protocol Version 4 (ip), 20 bytes Packets:

# Transmission Control Protocol, Src Pord DEStination IP Address (32 bitS)

Contains a 32-bit binary value that represents
the destination IP address of the packet.




IPv4 Packet ;

IPv4 Packet
Header



IPv4 Address and Subnet Mask

[IPv4 Address
Structure



IPv4 Address Structure

Internet Protocol (TCP/IP) Properties

General

‘You can get P settings assigned automatically if your network. supports
this capability. Otherwize, you need to ask your network. administrator for
the appropnate |P settings.

" Obtain an IP address automatically

| see you ha\ire1
assigned me
an IP address
11000000.1010
1000.00000001.
00000101

— % Use the following IP address: Now other
IP address: [1s2 168 1 .5 | hosts can find
Subnet mask: | me!

Default gateway: |

€ Obtain DNS server address automatically

—(%" Lse the following DMNS server addresses:

Prefered DMS server: |

Alternate DMS server: I

Advanced... |
OK I

IP version 4 (IPv4) is the current form of addressing used on the Internet.

We look at IP addresses using the “dotted decimal format” but
network devices only understand the binary format.
11000000 . 10101000 . 0OOOOOOO1 .

Cancel |

00000101




IPv4 Subnet Mask

IPvd Address

Subnet Mask

Host
Metwork Portion — Portion —
192 . 168 . 10 10
11000000 10101000 00001010 00001010
255 . 25K . 255 0

11111111 11111111 11111111

e r=—e—————— T, T e e

00000000




Prefix Length

Subnet Mask: 192.168.11.10
255.255.255.0

192 168 11 10
255 255 255 0
11111111 11111111 11111111 00000000

The subnet mask identifies which part of the IP address
refers to the network.

Network Portion

192 168 11

The prefix length is the number of bits set to 1 in the subnet mask.
For example:

IP address: 192.168.11.10 255.255.255.0

Is the same as: 192.168.11.10 /24




IPv4 Subnet Mask

So how do hosts figure out
which part of the address
IS the network portion?

Hosts compare the IP
address and the subnet
mask.

— “17 bits refer to the
network portion.

— “0” bits refer to the
host portion.

This tells them what
network they belong to.



Types of Addresses in a Network

Network Address
Host Address
Broadcast Address



Network Address 10.1.1.0/24

10.1.1.254

10.1.1.12

10.1.1.11

10.1.1.10 ‘ All 0= in the host I

portion
i l
Metwork Portion \ Host Portion
10 1 1 O
Q001010 OOOO0001 (n[ninlnlelnlnk] OOCOACa00

 All devices in the network have the same network bits.

— The network address has all O bits in the host
portion.




Broadcast Address 10.1.1.255/24

10.1.1.254
-

10.1.1.12

10.1.1.11

| R e |

portion
MNetwork Portion T Host Portion
10 1 1 255
Qoo01010 O0QOoO001 Qo000 001 111111141

A broadcast address is used to send data to all hosts in the
network.

— The broadcast address has all 1 bits in the host
portion.




Host Address 10.1.1.10/24

10.1.1.254

10.1.1.11

10.1.1.10

0s and 1s in the
host portion

' |

Metwork Portion Host Portion

10 1 1 10
00001010 00000001 00000001 00001010

 InIPv4 addresses, host addresses are the addresses bhetween
the network address and the broadcast address devices in
that network.




15t Host Address

10.1.1.254

10.1.1.12

NOTE:

It is common in MR “
many -

addressing 10111 2.

schemes to use

10.1.1.10

the first host

AllD0s and a 1in
the host portion

address for the

!

router or Network Portion T Host Portion
default gateway

10 1 1 1
addreSS' Q0001010 Q0000001 QOoCo001 OoO000001

« The host portion of the first host address will contain all O bits with
a 1 bit for the lowest order or right-most bit. (“All O's and a 1.”)

— For example the first host address is 10.1.1.1 /24.




Last Host Address

10.1.1.254

10.1.1.11

All 1s and a 0 in
the host portion

{

10.1.1.10

Metwork Portion T Host Portion
10 1 1 2o
QO0O01010 COO0Q0001 QOO0 01 11111110

» The host portion of the last host address will contain all 1 bits
with a 0 bit for the lowest order or right-most bit. (“All 1’s and a
O.”)

— For example, the last host address is 10.1.1.254.




Bringing it Al together

Network Address

Broadcast Address

Host Address

Roll over to learn more.

10

00001010

10

00001010

10

00001010

Network

0

00000000

0

aoo000000

0

ooooooon

0oooo0o0n

00000000

00000000

Host




IPv4 Address and Subnet Mask

[Pv4 Address
Subnet Mask
Types of
Addresses



IPv4 Unicast, Broadcast, and Multicast

Addresses for
User Devices



Addresses for User Devices

«Static Assignment
Dynamic Assignment



Assigning a Static IPv4 Address to a Host

Internet Protocol Version 4 (TCP/IPv4) Properties

a <
i}oc_al Area Conpectio

Networking | Sharing General

Connect using: You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
|| | & Marvel Yukon 838040 PCI-E Fast Ethemet Controllr s i it gl ¥
(7) Obtain an IP address automatically
i i he following i 5 .
l This connection uses the following items @ Use the following IP address:
9% Client for Microsoft Networks i
45} \/Mware Bridge Protocol ooy 10 fidied 230
35} Q05 Packet Scheduler Subnet mask: 255 .255.255. 0
,@ File and Printer Sharing for Microsoft Networks
5 G TR AN Default gateway: 0 ol sy &
-Layer lopology Discovery Mapper |/0 Driver Obtain DNS server address automatically
- Link-Layer Topology Discovery Responder (@ Use the following DNS server addresses:
Install... Uninstall Preferred DNS server: 172, 16 . 99 . 150
Description Alternate DNS server: 172. 16 . 99 . 151

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication

across diverse interconnected networks.

[ OK H Cancel ] [ OK ][ Cancel ]

*Useful for printers, servers, and other networking devices that do not
change location often and need to be accessible to clients on the
network based on a fixed IP address.

*However, static addressing can be time-consuming to enter on each

host.




Destination Unicasts, Broadcasts and Multicasts

Source IP Addresses
are always unicast

sUnicasts:
Packet travels from one host
to another specific host.
=Multicasts:
Packet travels from one host
to a select number of other
hosts.
Supports voice and audio
broadcasts, news feeds.
=Broadcasts:
Packet travels from one host
to all hosts on the local
network.



Unicast Addresses

Unicast Transmission

Source: 172.16.4.1
Destination: 172.16.4.253

172.16.4.2 ﬂ

172.16.4.3




Multicast Addresses

For example:

One hosts sends packets to
the multicast IP address
224.10.10.5/24.

Multicast clients subscribe to
the multicast group and listen
for packets destined to
224.10.10.5.

Multicast Transmission

Source: 172.16.4.1

Destination: 224.10.10.5

172.16.4.2

AT

172.16.4.3
224.10.10.5

172.16.4.253

,Jh

172.16.4.4
224.10.10.5




Broadcast Addresses

Directed broadcast is sent
to all hosts on a specific
network. An example
destination IPv4 address is
192.168.1.255 /24.

Limited broadcast is to all
hosts on the local network.
These packets use a
destination IPv4 address
255.255.255.255.

Limited Broadcast

6.4.1
5.£55.255




IPv4 Unicast, Broadcast, and Multicast

Unicast
Broadcast
Multicast



Packet Tracer - Investigate Unicast, Broadcast and Multicast Traffic

Generate Unicast
Traffic

Generate
Broadcast Traffic
Investigate
Multicast Traffic



Types of IPv4 Addresses

Private vs.
Public
Addresses



Private vs. Public Addresses

Private addresses cannot be routed over the Internet

Internet
ISP 1 ISP 3
ISP 2
172.16.0.0
192.168.1.0 Private Net
Private Net | 172.16.0.7

192.168.1.1 172.16.0.6

172.16.0.5

192.168.1.3 172.16.0.4

172.16.0.1 .172_15_13_3

172.16.0.2
10.0.0.10

10.0.0.9

10.0.0.3 10.0.0.7

o 10.0.0.0
10.0.0.5 Private Met




Special Use IPv4 Addresses

*Loopback address:
127.0.0.1
127.0.0.0 — 127.255.255.255
Hosts use to direct traffic to
themselves.

Link-Local addresses:
169.254.0.0/16
169.254.0.0 —
169.254.255.255
Host can automatically assign
itself an address if it has none.

TEST-NET addresses:
192.0.2.0t0 192.0.2.255
(192.0.2.0 /24)



Special Use IPv4 Addresses

Router does not forward TEST-MET and Link-Local addresses.

Y %

Metwork using TEST-MET
addresses 192.0.2.0/24 can
only communicate within the

local LAM.

Link-Local Network
169.254.0.0/16 can
unl:.-' communicate

within the local LAN.




Legacy Classful Addresses

Class A /8 s 24 Bits >
OSSR Host [ Host [ Host

Class B /16" < 16 Bits >
CUEET T e .

Class C /24 €8 Bits >

= Class A, B, and C addresses: 0.0.0.0-223.255.255.255
= Multicast addresses: 224.0.0.0 - 239.255.255.255
» Experimental addresses: 240.0.0.0 - 255.255.255.254




Assignment of IP Addresses

* Internet Assigned Numbers Authority (IANA) manages the
allocation of IPv4 and IPv6 addresses. IPv4 address space are
allocated to various other registries to manage for particular
purposes or for regional areas. These registration companies are
called Regional Internet Registries (RIRS), as shown in the figure.

ARIN APNIC LACNIC
North Asia/Pacific atin America
America Region and some
Region Caribbean
Islands
. J \ J




Types of IPv4 Addresses

Private vs. Public
Assignment of [P
Addresses



Using Windows Calculator with Network Addresses

Convert Between
Numbering
Systems



Converting IPv4 Addresses to Binary

Convert [IPv4
Addresses from
Dotted Decimal to
Binary

Bitwise ANDing

Network Address
Calculation



Network Segmentation

Large Networks



Large Networks

150.50.0.0 /16

150.50.0.0 /16

* In large networks, a flat network configuration creates major issues.
UExcessive broadcast traffic (e.g., DHCP, ARP) in one domain.
LManageability and security

*As well, a network address with a /16 mask can support 65,534 host

addresses on the same network.

UWhat network would ever need to connect that many hosts on
one network?




Subnetting

« Large networks need to be segmented into smaller sub-networks called
“Subnets”.

— In the example, 5 subnets are created by subnetting the /16 network
address into /24 addresses.

150.50.1.0 /24
. « 150.50.2.0 /24

150.50.0.0 /16

e //150.50.4.0 /24

150.50.5.0 /24
5 subnetworks capable of supporting 254 Hosts each.




Reasons for Subnetting

Segmenting networks in
subnets creates smaller
groups of devices and
services In order to:
*Create smaller
broadcast domains.
*Limit the amount of
traffic on the other
network segments.
*Provide low-level
security.



Communication Between Subnets

« Arouter is required to subnet a network.
— Each router interface is on a different subnet.
— Devices on a subnet use the router interface as the default
gateway.

Each router interface is in

a different subnet and In

Its own broadcast

domain. )
gvork 2




Network Segmentation

Reasons for
Subnetting



Subnetting an IPv4 Network

Basic Subnetting



Basic Subnetting

192.168.1.0/24 Network

Address 152 1&8 1 0000 o0

Mask 255 255 255 oa0d QoD

L NMetwork Portion JL Host Paortion J

Vi'ithh no host bits borrowed, the host portion of both the
network address and mask are all 0 bits.




Basic Subnetting

Borrow 1 bit from the host portion of the address._

.ﬁ.
{Jﬁghﬁﬂ 192, 1&8. 1. 0O Q00 00 D
1 Metwaork
Mask =255, 255 255, o Q0D (TR AT
The borrowed bit value is 0 for the Net 0 address.
Met O 192. 1=8. 1. o Qo0 goa0
The bormowed bit value is 1 for the Net 1 address. 2 Subnets
Met 1 192, 1=58. 1. 1 000 oo

The new subnets have the SAME subnet mask.

Mask Z255. 255h. 2a55. i 000 Q0400




Basic Subnetting

Decimal Representation

Original 13Z. 1&8. 1. 0O 000 0000 nNetwork: 192.168.1.0/24

Mask Z55. 255, 255, 0 Q00 0000 pask: 255.255.255.0

Borrowing 1 bit creates 2 subnets with the same mask.

}

Netd 122. 1&8. 1. 0O 000 0000 HNetwork: 192.168.1.0/25
Mask 255. 2&5h. 255. 1 000 0000 pask: 255255 255128
Met 1 1%22. 1&8. 1. 1 000 0000 Network: 192.168.1.128/25

Mask 255. 2&5h. 255, 1 000 0000 pask: 255 255 255128




Subnets in Use

192.168.1.0/25

192.168.1.128/25




Subnets in Use

Address Range for 192.168.1.0/25 Subnet

Metwork Address

192. 168. 1. 0 000 Q000 = 1292.1c8.1.

First Host Address

192. 168. 1. 0 000 0001 = 129Z2.1s8.1.

Last Host Address

192, 168 . 1. 0 111 1110 ~— 1l2Z2.1se8.1.

Broadcast Address

192. 168. 1. 0 111 1111 = 129Z2.1s8.1.

12&

127




Subnets in Use

Address Range for 192.168.1.128/25 Subnet

MNetwork Address

192, 1ea. 1. 1 Qo0 Q000 = 12Z2.168.1.128

First Host Address

192, 1ea. 1. 1 000 0001 = 192Z2.168.1.12%

Last Host Address

=

192 . 168 . 1. 1 111 1110 = 122.1e8.1.25

Broadcast Address

192, lea. 1. 1 111 1111 = 1922.1688.1.255




Subnets in Use

192.168.1.2/25
192.168.1.0/25

GO/0

129
G0M

-
192.168.1.130/25 192.168.1.128/25

El {config) #interface gigabitethernet 0/0

Rl (config-if) #ip address 192 .168.1.1 255.255.255.128
El {config=-if) ffexit
Rl {config) #interface gigabitethernet 0/1

El {config=-1f) #ip address 192.168.1.129 255.23535.255.128




Subnetting Formulas

Calculate Number of Subnets

Subnets = Z2™N

(where n = bits borrowed )
152 . 1aes . 1. o DO ooaod
1 bit was bormrowed
2581 = 2 subnets
Calculate Number of Hosts

Hosts = 27N

where N = host lits remaining)

152 . 15 . i (] oo Do
7 bits rermain in host fiseld I

207 = 128 hosts per subnet
POy 2 =12

& wvalid hosts paer subnet




Subnetting an IPv4 Network

Basic Subnetting



Calculating IPv4 Subnets

Calculate IPv4
Address Subnetting



Packet Tracer - Subnetting Scenario

Design an IP
Addressing
Scheme

Assign IP
Addresses to
Network Devices
and Verify
Connectivity



Packet Tracer - Subnetting Scenario - 2

Design an [P
Addressing
Scheme
Assign IP
Addresses to
Network
Devices and
Verify



Variable Length Subnet Masking (VLSM)

Traditional
Subnetting



Traditional Subnetting

e So far, every subnet was the same size and all accommodated the
same number of hosts.
If all the subnets have the same requirements for the number of
hosts, these fixed size address blocks would be efficient.

Building A Building B Building C Building D
25 hosts 20 hosts 15 hosts 28 hosts

* For example, how many subnets are required?
7 subnets of varying size.




Traditional Subnetting

« To meet the host requirement of the largest LAN we could borrow 3
bits (/27) to create 8 subnets of 30 hosts each.
But it also wastes addresses on the point-to-point links and limits
future growth by reducing the total number of subnets available.

Building A Building B Building C Building D
25 hosts 20 hosts 15 hosts 28 hosts

« Solution:
“Subnet a subnet” using Variable Length Subnet Mask (VLSM).




Special Use IPv4 Addresses

 VLSM allows a network space
to be divided in unequal parts.

* With VLSM the subnet mask
will vary depending on how
many bits have been borrowed
for a particular subnet, thus the
“variable” part of the VLSM.

 VLSM enables a network
number to be configured with
different subnet masks on
different interfaces.

* Allows for more hierarchical
levels within an addressing
plan.

Allows for better route
summarization.



The four LANSs in our previous example can be accommodated using
a /27 subnet mask.

Building A Building B Building C Building D
25 hosts 20 hosts 15 hosts 28 hosts




® This would create subnets with increments of 32, therefore:

o I L Y N P LN I

11000000,

11000000.
11000000.
11000000.
11000000.
11000000,
11000000,
11000000,
11000000,

Building A

192.168.20.0/27

.224 - 255 .0-.31

30 Hosts 30 Hosts

30 Hosts

.32-.63

30 Hosts

.192-223

30 Hosts

30 Hosts

.160- 191

30 Hosts 30 Hosts

10101000,

10101000.
10101000.
.00010100 SNEAO00000
10101000.
10101000.
10101000.
10101000.
10101000.

10101000

.128-159 .96 -.127

.64-95

Building D
192.168.20.96/27

00010100 . 00000000

00010100 S0GO00000
00010100 SOGL 00000

00010100 MEELO0000
00010100 S0 O0000
00010100 SEGE00000
00010100 SEIRO0000
00010100 SETXO0000

Basic subnets

182,

14z,
192,
192,
192,
192,
192,
192,
192,

1lad

1la8.
1a8.
1a8.
1a8.
la8.
la8.
la8.
la8.

L20.

20.
20.
20.
20,
20.
20.
20.
20.

Building B

192.168.20.32/27

Building C

192.168.20.64/27

0/24

0/27 7
32/27
64/27
96/27 |
128/27
160/27

192/27]
224/27

Unused /
Available




= R 5 BT W R S

=1 =1 --1 --1 =1 =1 =--1 =--1

7 11000000.10101000.0001010011100000 1932,

The WAN interfaces of the routers are assigned the IP addresses

and mask for the /30 subnets (2 hosts).

Building A
23 hosts

Building B
20 hosts

Building G
15 hosts

Building D
28 hosts

In this example, the last subnet is subnetted into /30 subnets to
accommodate WAN interfaces:

3 more bits borrowed from subnet 7; ¢

11000000.
11000000.
11000000.
11000000.
11000000.
11000000.
11000000.
11000000.

10101000.
10101000.

10101000

10101000

00010100511100000
00010100511100100

.00010100-13101000
10101000.

10101000.

00010100-13103100
00010100:13130000

.000101002131204.00
10101000.
10101000.

00010100:13132000
0001010013133100

Subnetting a subnet

132
132
152
152
192
192
132
132

168,

168,
168,
168,
168,
168,
168,
168,
168,

20

20.
20.

20

20,
20.

20

20,
20,

L224/27

224/30
228/30
.232/30
236/30
240/30
.244/30
248/30

262/30.

WANs

Unused /
Available

30 Hosts

30 Hosts

30 Hosts

Building A
192.168.20.0/27

30 Hosts
Building B
192.168.20.32/27
30 Hosts
30 Hosts
Building C
192.168.20.64/27
30 Hosts
Building D

192.168.20.96/27




MNetwork Topology: VLSM Subnets

Building A Building B Building C Building D
192.168.20.0/27 192 168.20.32/2T7 192 168.20.64/2T7 192_168.20.96/27

192 168.20.224/30 192.168.20.228/30 192.168.20.232/30

El {config) finterface gigabitethernet 0/0

Rl (config-if) #ip addres=s 192.168.20.1 255.255.255.224
Rl ({config—if) #exit

El {config) fintarface serial 0/0/0

Rl {config-if) #ip address 192 _.168_.20.225 255.255.255_252
Rl {config-if) #eand

R1#




MNetwork Topology: VLSM Subnets

Building A Building B Building C Building D
192.168.20.0/27 192_168.20.32/27 192_168.20.64/27 192.168.20.96/27

192.168.20 224/30 192 168.20.228/30 192.168.20.232/30

EZ (config) finterface gigabitethernet 0/0

RZ (config-if) #ip address 192.168.20.33 255.255.255.224
RZ (config-if) fexit

EZ (config) finterface searial 0/0/0

RZ (config—if) #ip address 192 .168.20.226 255.255.255_ 252
RZ (config—if) #exit

RZ (config) finterface sarial 0/0/1

RZ (config) #ip address 192 _.168.20.229 255.255.255_252

RZ (config—-if) #eand

RZ#




Network Topology: VLSM Subnets

Building A Building B Building C Building D
192 168.20 .0/27 192 168 20.32/2T7 192 168 .20 64/27 192 168 20 96/27

192.168.20.224/30 192.168.20.225/30 192 168.20.232/30

R3(config) #interface gigabitethernet 0/0
E3{config-if)#ip address 192.168.20.65 255.255,255.224
E3(config-if) f#exit

R3({config) finterface sarial 0/0/0

R3(config-if) #ip addres=s 192 .168.20.230 255.255.255.252
R3{config-if) fexit

E3({config) finterface serial 0/0/1

E3{config) #ip address 19%2.168.20.233 255.255.255.252
R3{config-if) #and

R3¢




Metwork Topology: VLSM Subnets

Building A Building B Building C Building D
192168 20.0/27 192 168 20.32/27 192.168.20 6427 192 168.20.96/27

192.168.20.224/30 192.168.20.228/30 192.168.20.232/30

Ed {config) finterface gigabitethernet 0/0

EBd {config-if) #ip addrass 192 _.168_20.97 255.255.255.224
Rd {config—if) #eaxit

Ed {config) finterface serial 0/0/0

Ed {config-if) #ip address 192 .168_20.234 255_255.255.252
Rd {config-if) #and

R4H




Variable Length Subnet Masking (VLSM)

VLSM Basics
VLSM in Practice



Anatomy of a Router ;

Why Routing



Why Routing

Routers Route Packets




Functions of a Router

« Routers are
computers

e Routers
Interconnects
networks

 Routers choose
best paths



Router Components

* Routers are essentially
computers and require:
U Operating systems (OS)
L Central processing units
(CPU)
LRandom-access
memory (RAM)
URead-only memory
(ROM)
* Routers also have special
memory that includes
O Flash
U Nonvolatile random-
access memory
(NVRAM).



Router Memory

Volatile /

. Stores
Non-Volatile

Memory




Router Backplane

Double-wide eHWIC slots eHWICO AUX LAN
port interfaces

afra]e
CISCO

Console
RJ45 USB

Ports
Two 4 GB flash card slots Console

USB Type B




Connecting to a Router

WAN interface

Console USB
Type B

Console
RJ-45




Router Interfaces

« Arouter interface is a physical connector that enables a router to send or
receive packets

« Types of router interfaces:
— Ethernet
— FastEthernet
— Gigabit Ethernet
— Serial
— DSL
— Cable
— ISDN




LAN and WAN Interfaces

[ Slots for WAN interfaces ]

[ LAN interfaces ]

* Router interfaces can be grouped into two categories:
— Ethernet LAN interfaces: Requires an IP address and enabled.
— Serial WAN interfaces — Requires an IP address and enabled.




Anatomy of a Router

Functions of a
Router

Router
Components
Router Memory
Router Interfaces



Packet Tracer - Exploring Internetworking Devices

Identify Physical
Characteristics of
Internetworking
Devices

Select Correct
Modules for
Connectivity
Connect Devices



Router Bootup

Cisco IO0S



FLASH RAM Interfaces

IOS image

Load IOS Cisco 10S

¢1900-universalk9-
mz.SPA.152-4 M1 .bin

Other system related files

NVRAM

startup-config Load startup-config running-config




Router Bootup Process

ROM POST Perfom POST

ROM Bootstrap Load bootstrap

Flash
Cisco Intenefwork | Locate and load operating
Operating System system

TFTP Server

NVRAM
Locate and load

configuration file
or

enter "sefup mode"

TFTP Server Configuration

Console

110 1]l l




Router Bootup

Cisco IOS
Router Bootup
Process



Configuring Routers

Basic Settings on a
Router



Basic Settings on a Router

« Name the Device

e Secure
Management
Access

« Configure a Banner



Name the Device

192.168.10.0/24 10.1.1.0/24
10 =a 10

—

225

S0/0/0

192.168.11.0/24 10.1.2.0/24

Router# configure terminal

Enter configuration commands, one per line. End
with CNTL/Z.

Router (config) # hostname Rl

Rl (confiqg) #




Secure Management Access

0 192.168.10.0/24

209.165.200.224/30

225
S0/0/0

192.168.11.0/24

10.1.1.0/24
_ 10

10.1.2.0/24

1 (config)# enable secret class

1 (config)# username admin secret class
1 (config)# line console 0

1 (config-line)# password cisco

1 (config-line)# login

1 (config-line)# exit

1 (config)# ip domain-name cisco.com

1 (config) # crypto key generate rsa 1024
1 (config)# line vty 0 4

1 (config-line)# transport input ssh

1 (config-line)# login local

1 (config-line)# exit

1 (config) # service password-encryption




Configure a Banner

192.168.10.0/24 10.1.1.0/24
10 e 10

pr—

209.165.200.224/30

.225
S0/0/0

192.168.11.0/24 10.1.2.0/24

Rl (config) # banner motd $ Authorized Access Only! $
Rl (config) #




Configure an IPv4 Router Interface

Configure the G0/0 Interface
10.1.1.0/24
— A0

i

192.168.11.0/24 10.1.2.0/24

Rl (config)4 interface gigabitethernet 0,70

Rl (cocnfig-if) 4 description Link to LAN 1

Rl (config-if)# ip address 1%2.168.10.1 255.255.255.0
Rl (ccnfig-if)# no shutdown

Rl (config-if)# axit

Rl (config)#

*Jan 30 22:04:47.551: $LINK-3-UPDOWN: Interface
GigabitEthernetd/0, changed state to down

Rl (config)#

*Jan 30 22:04:50.8%99: SLINK-3I-UPDOWN: Interface
GigabitEthernetd/0, changed state to up

*Jan 30 22:04:51.89%9: R¥LINEFROTO-S-UFCOWN: Line protocol on
Interface GigabitEthernet0/0, changed state to up

Rl (config)#




Configure an IPv4 Router Interface

Configure the G0/ Interface

192.168.10.0/24 10.1.1.0/24
10 o = 0

192.168.11.0/24 10.1.2.0/24

Rli(ccnfig) 4 interface gigabitethernet 0/1

Rl (config-if) 4 description Link to LRN 2

Rl (ccnfig-if)4 ip address 192.168.11.1 255.255.255.0
Rl (config-if)4 no shutdown

Rl (config-if)# exit

*Jan 30 22:06:02.543: RLINK-3-UPDOWN: Interface
GigabitEthernetd/1, changed state to down

Rl (config)#

*Jan 30 22:06:05.8%9: SLINK-3-UPDOWN: Interface
GigabitEthernet(/1, changed state to up

*Jan 30 22:06:06.899; RFLINEFROTO-S5-UFDOWM: Line
protocol on Interface GigabitEthernet0/1, changed
to up

Rl (config)#




Configure an IPv4 Router Interface

Configure the Serial 0/0/0 Interface
10.1.1.0124

192.168.11.0/24 10.1.2.0/24

El jconfig) 4 interface serial 0/0/0

Rl (ccnfig-if) 4 descriptien Link to R2

Rl (config-if)4 ip address 209.165.200.225 255.255.255.252
Rl jconfig-if)4# clockrate 12B000

El (config-if)# no shutdown

Rl (config-if)+ axit

*Jan 30 23:01:17.323: %LINE-3-UPDOWN: Interface sSeriald/0/0,
changed state tc down

Rl (config) 4




Configuring Routers

Basic Settings on
a Router
Configuring IPv4
Router Interface



Packet Tracer - Configure Initial Router Settings

Verity the Detault
Router
Configuration
Verify and
Configure Initial
Router
Configuration
Save the Running
Configuration File



Verify Connectivity of Directly Connected Networks

Verify Interface
Settings



Verify Interface Settings

We Make the Media

192.168.10.0/24
A0 —

—r—

-

10.1.1.0/24
= A0

192.168.11.0/24 10.1.2.0/24
k14 show ip interface brief
Interface IF-address CK? Method sStatus
Erbedded-service-Engined/0 unassigned YES unset administ
GigabitEthernetd/o0 182.164.10.1 YES manual up
GigabitEtherneti/1 192.164.11.1 YES manual up
seriald/0/d 209.165.200.225 YES manual up
Serialc/0/1 unassigned YES unset administ

R1#




Verify Interface Settings

Verify the Routing Table

192.168.10.0/24 10.1.1.0/24
0 S - 10

—

-
192.168.11.0/24 10.1.2.0024

R14 show ip route —

Codes: L - local, © - connected, 3 - static, R — RIF, M — mo

<cutput omitted:=

Gateway of last resort is not set

1%2.168.10.0/24 is wariably subnetted, 2 subnets, 2 ma

i 192.168.10.0/24 is directly connected, GigabitiEther
L 192.168.10.1/32 is directly connected, Gigabitether
1%2.1638.11.0/24 is wariably subnetted, 2 subnets, 2 m
C 192.168.11.0/24 is directly connected, GigabitEthe
L 192.168.11.1/32 is directly connected, GigabitEthe

209.165.200.0/24 is variably subnetted, 2 subnets, 2 ﬂf




Verify Interface Settings

Verify an Interface Configuration

192.168.10.0/24 10.1.1.0/24
0 e = A0

e —

192.168.11.0/24 10.1.2.0/24

k14 show running-config interface gigabitEthernet 0/0
Building cenfiguraticn...

current configuration : 128 bytes
1

interface GigabitEthernet0/0

descripticn Link to Law 1
ip address 192.1&8.10.1 255.255.255.0

duplex auto

speed auto
end




Filter Show Command Output

El¥ show running-config | section line wty
line vty 0 4

password 7 030752180504

login

transpeort input all
Rl#%




Filter Show Command Output

kl4 show ip interface brief
Interface IF-Address OK? Method Status
Erbedded-Service-Engined/0 unassigned YES unset administ
GigabitEthernetd/ 182.168.10.1 YES manual up
GigabitEthernetd/ 182.168.11.1 YES manual up
serialo/0/40 209.165.200.225 YES manual up
serial0/o/1 unassigned YES unset administ
Rl1#
rl4 show ip interface briaf | include up
GigabitEthernetd/ 182.168.10.1 YES manual up
GigabitEthernetd/ 182.168.11.1 YES manual up
Serial0/0/0 209.165.200.225 YES manual up
Rl#

T T




Filter Show Command Output

El4# show ip interface brief

Interface IFP-address
Embedded-Service-Engined/0 unassigned
GigabitEthernetd/ 182.168.10.1
GigabitEthernetd/ 182.168.11.1
serialo/0/4 209,165.200.,.225
Serialn/0/1 unassigned

7 Method

unset
manual
manual
manual
unset

El4# show ip interface brief | exclude unassigned

Interface IF-Address
GigabitEthernetd/ 152.168.10.1
GigabitEthernetd/ 182.168.11.1
Serialo/0/4 2059.,165.200.225

Rl¥

QR'Y
YES
YES
YES

Method
manual

manual
manual

Status
administ
up

up

ug
administ

Status
up
up
up




Filter Show Command Output

Fl¥ show ip route | begin Gateway
GCateway of lz=t resort iz not =zet

192, 168.10.0/24 iz wariably subnetted, 2 =zubnetsz, Z mazks
C 192,168.10.0/24 iz directly connected, GigabitEthernet(/0
L 192,168.10.1/32 iz directly connected, GigabitEthernet(/0

182.168.11.0/24 iz wariably subnetted, 2 subnetz, ? masks

i 192,168.11.0/24 iz directly connected, GigabitEthernet(/1

L 192,168.11.1/32 1= directly connected, GigabitEthernet(/1
209.165.200.0/24 13 variably subnetted, ¢ subneta, 2 masks

i 209,165.200.224/730 1= directly connected, Seriall/0/0

L 209,165.200.225/32 1= directly connected, Seriall/0/0

Rl#




Command History Feature

Rl# terminal history size 200
El#
Rl$# show history
show ip interface brief
show interface gl/0
show ip interface gb/1
show ip route
show ip route 209.165.200.224
gshow running-cenfig interface =0/0/0
terminal history size 240
show histeory
R1l#




Configuring Routers

Verity Interface
Settings

Filter Show
Command Output
Command History
Feature



Switching Packets Between Networks

Router Switching
Function



Router Switching Function

- - — —
192.168.1.0/24 192.168.2.0/24 192.168.3.0/124 192.168.4.0/124

A A 2

,  Fa0il Fal/i  FaD/D Fal/0 p
192 168.1.10  00-10 00-20  0B-31 0C-22 497 158.4.10

04-10 0B-20




Because PC2 iz on different network, | will encapsulate the packet and send
it to the router on MY network. Let me find that MAC address....

PC1 Sends a Packet to PC2

192.168.1.0/24

| .
Fa0/0
#0010 00-20

192.168.2.0/24

1

192.168.3.0/24

192.168.4.0/24

Falid

Fa0i1  Fali
OB-31 0c-22 »
192.168.1.10 192.168.4.10
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP Dest. IP
Dest. MAC | Source -
0010 | MAC 0a-1g | YR 0x800 |1924 éﬂ.1.1 192.1;;&4.1 IP fiiglds Data Trailer
PC1's ARP Cache for R1

IP Address MAC Address

192.168.1.1

00-10




R1 Forwards the Packet to PC2

A frame was sent to me by MAC address 0A-10. Let me investigate
further.

192.168.1.0/24

192.168.2.0/24

_ .

N

A

192.168.3.0024

192.1658.4.0/24

28T ! H =< N PC2
Fadid R2 S0/0/0 El::ll'[:l'lj R3 Falid
0B-31 - 0C-22 o

Falsm0 F=a01
- 00-10 0a-20
192 168110 182168410
08-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP Dest. IP
Dest. MAC |Source MAC | Type 0x600 | 192.168.1.1 | 192.168.4.1 | 1P fislds Data Trailer
0o-10 0410 0 0

| can see from the type and destination IP address that this packet
needs to be forwarded.

192.168.1.0/24

A A
Falid Fali
- 0d-10 00-20

1892.168.2.0/24

192.166.3.0/24

182.168.4.0/24

Fa/ WLEEE SO0 =" R Faiio
0B-31 - 0C-22 -

192 168.1.10 122,168,410
04-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP Dest. IP )
Type 0xB00 | 192.168.1.1 | 192.168.4.1 IF fields Data Trailer
LI] LI]




R1 Forwards the Packet to PC2

| | have a route out my Fa0/1 interface to reach PC2. I
192.168.1.0/24 192.168.2.00/24 192.168.3.0/24 192.168.4.00/24
1 1 2 o< i PC2
Fali0 FaD/l  Fa0/n WP SO0 " Nk Faoi
o 0a0-10 00-20 0B-31 ' 0c-22 o

192.168.1.10 182.168.4 10
04-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP Dest. IP )
Type 0x800 | 192.168.1.1 | 192.168.4.1 IP fields Data Trailer
0 0

R1's Routing Table

Network Next-hop-IP Exit Interface

192.168.1.0/24 Dir. Connect. Fa(/0
192.168.2.0/24 O Dir. Connect. Fal/1
192.168.3.0/24 1 192.168.2 2 Fal'

192.168.4.0/24 2 192.168.2.2 Fa01




R1 Forwards the Packet to PC2

| Let me rebuild the information in the frame. I
192.168.1.0024 192.168.2.0/24 1892.168.3.0/24 192.168.4.0/24
A A 2 -1 N =< A PC2
Falio Fa0/1  Fa0/ WLERR SO0 SRR Fanio
- Q0-10 00-20 OB-31 ) nG-22 ”

192.168.1.10 192.168.4.10
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP Dest. IP .
Type 0800 | 192.168.1.1 | 192.168.4.1 IP fields Data Trailer
0 0

R1's Routing Table

Network Next-hop-IP Exit Interface

192.168.1.0/24 Dir. Connect. Fa(/0
192.168.2.0/24 O Dir. Connect. Fal/1
192.168.3.0/24 1 192.168.2 2 Fal'

192.168.4.0/24 2 192.168.2.2 Fa01




R1 Forwards the Packet to PC2

| WMy ARF table tells me that PC2 uses MAC address 0B-31 I
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24
1 1 2 N < H PC2
Fali0 Fadil  Fa0/) WEEER SO00="_ kI Fanio
00-10 00-20 0B-31 ' 0c-22 &

192 168.1.10 192 168.4.10
0A4-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
5 IP | Dest.IP
Hesk AC Type 0xE00 | 192.168.1.1 | 192.168.4.1 ‘ IP fields Data Trailer
0 0
R1's ARP Cache R1's Routing Table
IP Address | MAC Address [ Network Next-hop-1P Exit Interface
192.168.1.0/24 Dir. Connect, FaliD
192.168.2.2 0B-31 .
192.168.2.0/24 (0 Dir. Connect. Fal
192.168.3.0/24 |1 192.168.2.2 Fali

192.168.4.0/24 2 192.168.2.2 Fa0




R1 Forwards the Packet to PC2

The frame is now ready for me to send out my Fad/1.

192.168.1.0/24 192.168.2.0/24

N
Mﬁm
o 00-10 00-20

192.168.3.0/24

EF -~ - W

Fal/

192.168.4.0/24

Fann W+ 50/0/0 ; .
0B-31 SOV 0c-22 »
192 168.1 10 182.168.4.10
0A-10 OB-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source [P Dest. IP
Dest. MAC |Source MAC| Tyne 03800 | 102,168.1.1 | 192.168.4.1 | IP fields Data Trailer
0B-31 00-20 0 0




Packet Routing - R2 Forwards the Packet to R3

192.168.1.0/24

A frame was sent to me by MAC address. Let

192.168.2.0/24

me investigate further.

192.168.3.0/24

192.168.4.0/24

N N 2 1 PC2
Fal/0 Fal/1 Fa(/n WLz S00/0
- 00-10 Q0-20 OB-31 =
122.168.1.10 122.168.4.10
0a-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP Dest. IP
Dest MAC Source ;
OB-31 MAC 00-20 Type QuE00 152_153_1_1 152_133_.1_1 IP fields Data Trailer

| can see from the type and destination IF
address that this packet needs to be forwarded.

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24

_—

N

1 1 2 o -l . 1 PC2
Fa0/0 FaD/1  Fa0/m WLEER S0/00 “Trn- NI Faoio
= 00-10 00-20 0B-31 ' 0C-22 =
182 168.1.10 192.168.4.10
08-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP De=t IP .
Type 0xB00 | 192.168.1.1 192 1658.4.1 IF fizlds Data Trailer
L] L]




192.168.1.0/24

1 1 2 - .
Fa/0 Falil  Fa0/0 WL i o !
®  0o-10 00-20  0B-31 0C-22

192.168.2.0/24 192.168.3.0/24 192.168.4.0/24

1

192.168.1.10 182.168.4.10
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
1%?1?::.:?1 15%?1;'3&.1 IF fields Data Trailer
0 0

R2's Routing Table

192.168.1.0/24 192.168.3.1 Fa/l/0

192 168.2.0/24 0 Dir. Connect. Fal/o

192.168.3.0/24 0 Dir. Connect. SO0

192.168.4.0/24 1 192.162.3.2 S50/0/0




N N 2
Fali Fai Fal/D Wl
- 00-10 00-20 0B-31

0C-22

192.168.1.10 182.168.4.10
0A4-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP Dest IP .
192.168.1.1 | 192.168.4.1 I fields Data Trailer
0 0
R2's Routing Table

Network Next-hop-1P Exit Interfacs

192.168.1.0/24
192.168.2.0/24
192.168.3.0/24
192.168.4.0/24

== i O

192.168.3.1

Oir. Connect.
Oir. Connect.

192.162.3.2

Fa/lil
Falli0
SO0
S0/0/0




Packet Routing - R2 Forwards the Packet to R3

The packet is being sent aver a serial
connection; therefore, | must use a Layer 2
broadcast destination address.

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24
1 1 2 : .
Falil Fali1  Fal/0 L o . !

» 00-10 00-20  0B-31 ' 0C-22 »
192.168.1.10 192.168.4.10
0A-10 0B-20

Layer 2 Data Link Frame Packet's Layer 3 data

Source IP Dest. IP
b 192.168.1.1 | 192.168.4.1 | 1P fields Data Trailer
OxEF 0 0

R2's Routing Table
Network Next-hop-1P Exit Interfacs
192.168.1.0/24 192.168.3.1 Failil
192 168.2.0/24 |0 Dir. Connact. Fa/0i0
192.168.3.0/24 0 Cir. Connect. SOOV0
192.168.4.0/24 1 192.162.3.2 S0/0/0




Packet Routing - R2 Forwards the Packet to R3

This is a P2P serial connection, so no source
address is required.

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24

1 1 2 : .
Fal/0 Falil  Fa0i0 LE o ; !
#  00-10 00-20  0B-31 ' 0C-22

192.168.1.10 '19-2.153.4tltl
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
A%‘;‘:ﬁﬂﬂ Gg:tt};]ﬂ' Type 0x&00 1%532'1'3?_:?1 153'_?5'3&_1 IP fields Data Trailer

R2's Routing Table
192.168.1.0/24 192.168.3.1 Fa/l/0
192 168.2.0/24 0 Dir. Connect. Fal/o
192.168.3.0/24 0 Dir. Connect. SO0
192.168.4.0/24 1 192.162.3.2 S50/0/0




Reach the Destination - R3 Forwards the Packet to PC2

A frame was sent to me across my point-to-point link. Let me
investigate further.

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

192.1668.4.00/24

1 1 ey = W
o Fa0/0 Fa0/1  FaO/0 S0/ R3_ENT .
00-10 00-20  0B-31 0C-22
192.168.1.10 192.168.4.10
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Address control | Type 0xa00 | fa2168.9.1 | . D05L IP IP fields Data Trailer
0x8F 0x00 oot | 192.168.4.10

| can see from the type and destination IF address that this packet
needs to be forwarded.

192.168.1.0/24

192.168.2.0/24

192.168.3.0/24

192.168.4.0024

N N ey ~— — W )
o Fa0i0 Fa0/1  Falio S0/0/0 = Falio .
00-10 00-20 0B-31 ’ 0C-22
122.168.1.10 122.168.4.10
04-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source IP
Dest IP | ;
Type Ox800 192_153_1_1 1672 168.4.10 IP fields Data Trailer




Reach the Destination - R3 Forwards the Packet to PC2

|I have a route out my Fal/0 interface to reach PC2. I
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24
1 1 2 .
Fal/0 Fal/1  Fa0/o WL2Ew S0/0/0 ' WLEP Fani
- 00-10 00-20  0B-31 0C-22

192 168.1.10 192 168.4.10
0A-10 0B-20

Layer 2 Data Link Frame Packet's Layer 3 data

Type OXA00 1%2'1?;_-:?1 ; gﬁ‘sﬁtg 'Ln IP fields Data Trailer

; A,

R3's Routing Table

Network Next-hop-IP Exit Interface

192 168.1.0/24 2 192.168.3.1 =0/0/0

192.168.2.0/24 |1 192.168.3.1 SO0

192 168.3.0/24 |0 Cir. Connect. SO0

192.168.4.0/24 0O Dir. Connect. Fa0/0




Reach the Destination - R3 Forwards the Packet to PC2

Let me rebuild the information in the frame.

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24

1 N 2 .
Falil Fail  Fai) L o WLEWP Fa0io
& 0010 00-20  OB-31 0C-22 s

192.168.1.10 192.168.4.10
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Dost. JIAC WAc. | Type 0x00 | 18216811 otk P | 1P fields Data Trailer
0C-22 0

R3's Routing Table
192.168.1.0/24 |2 192.168.3.1 SO0
192.168.2.0/24 1 192.168.3.1 SO0V
192.168.3.0/24 |0 Dir. Connect, SO0

192.168.4.0/24 0O Dir. Connect. Fa0/0




Reach the Destination - R3 Forwards the Packet to PC2
|r'.-1'_|.f ARP table tells me that PC2 uses MAC address 0B-20. I

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24

Fal/ Fal

= 0a-10 00-20

Fal/) it LEIP Faii

OB-31 0C-22 o
182.168.1.10 182.168.4.10
0A-10 0B-20

Layer 2 Data Link Frame Packet's Layer 3 data
Source Source IP
Dest. MAC MAC Type 02300 | 102.168.1.1 | , DestIP IP figlds Data Trailer
0B-20 192.168.4.10
0C-22 0
R3's ARP Cache R3's Routing Table

IP Address | MAC Address B Network Hops  [Next-hop-IP Exit Interface

192.168.2.0/24 1 192.168.3.1 SO0
192 168.3.0/24 |0 Dir. Connect, SO0
192,168.4.0124 10 Dir. Connect. Fa0/0




Reach the Destination - R3 Forwards the Packet to PC2

Oh lock, a frame is being sent to my MAC address, let me process
it. The packet also matches my IP address, so it MUST be mine.

192.168.1.0/24 192.168.3.0/24 192.168.4.0/24

1 1 2 1 . 1
Fa0/0 Fad/1  Fa0i0 3000 = Fa0/0
® 0010 00-20  0B-31 ' 0C-22 '

192.168.2.0/24

192.168.1.10 192.168.4.10
0&4-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Source Source IP
Dest. MAC MAC Type 0x800 | 192.163.1.1 | , Dest IP IP fields Trailer
0B-20 0C-22 0 192.168.4.10




Switching Packets Between Networks

Router Switching
Functions



Path Determination

Routing Decisions



Routing Decisions

Packet arrives on
interface.

Y

Router searches
the routing table for a
match.

send an ICMP
message back fo
the source IP

address.

Drop the packet and

Does the destination IP
address match the
subnetofa ...

Directly
Connected
Interface?

Remote network?

|s there a gateway
of last resort
available?

Check ARP cache
(ARP if necessary)
and forward to
host on local
subnet.

Encapsulate the
frame and forward
out of the exit
interface to the
next hop.

Encapsulate the
frame and forward
out of the exit
interface to the
next hop.




Best Path

Router’ s determine best-path

to a network:
*Depends on the routing
protocol
A protocol used between
routers to determine “best
path”
Have own rules and metrics.
A metric:
Quantitative value used to
measure the distance to a
given route.
Best path:
Path with the lowest metric.



Routing Metric

Hop Count vs Bandwidth as a Metric

Which path is my
“best path”?

Hop Count

Bandwidth

RIP’ s metric is hop count
OSPF’ s metric is bandwidth

EIGRP is bandwidth + delay




Load Balancing

PO To reach the 192.168.1.0/24 network it
~ is 2 hops via R2 and 2 hops via R4.

192.168.1.0/24
What happens if a routing table has two or more paths

with the same metric to the same destination network?

(equal-cost metric)

. ) o
Router will perform equal-cost load balancing.
All routing protocols (RIP, EIGRP, OSPF) support equal cost load

balancing; EIGRP also supports unequal cost load balancing.




Path Determination

Routing Decisions
Best Path
Load Balancing



Analyze the Routing Table

The Routing Table



The Routing Table

A routing table is a file stored in RAM
that contains information about:

= Directly connected routes
= Remote routes

= Network or next hop associations



The Routing Table

Directly connected
network

192.168.10.0/24
e = 10.1.1.0/24

209.165.200.224/30

Directly connected 10.1.20724

192.168.11.0/24 network Remote networks

Directly connected
network




Routing Table Sources

The show ip route commands are
used to display the contents of the
routing table:

Local route interfaces - Added to
the routing table when an interface is
configured. (displayed in IOS 15 or
newer)

Directly connected interfaces -
Added to the routing table when an
interface is configured and active.
Static routes - Added when a route is
manually configured and the exit
interface is active.

Dynamic routing protocol - Added
when EIGRP or OSPF are
implemented and networks are
identified.



Routing Table for R1

192.168.10.0/24 10.1.1.0/24

192.168.11.0/24 10.1.2.0/24

Fl# show ip route

Codeg: L — local, C - comnected, S — static, E — BIF, M - mobile, B — EBGSPE
I — EIGEP, EX — EIGEF external, C© - CE5PF, I& — OSPF inter area
ML - CSPF H3EA external tyvpe 1, M2 — OSPF HESA externzl tyvpe 2
El - O5PF external type 1, E2 - COSPF external tyvpe 2, E — EGP
i — IS-I3, L1 - I5S-IS lewel-1, L2 - IS-IS lewel-2, ia -
I5-I5 inter area
* — candidate defanlt, U — per—-uaser gstatic route, o — QDR
P — periodic downloaded atatic route

Cateway of last rescrt iz not =set

10.0.0,0/8 iz wvariably subnetted, 2 zubnets, 2 masks
K 10,1.1.0/24 [20/2170112] wia 209.165.200.226, 00:00:05,




Remote Network Routing Entries

192.168.10.0/24 ..
— a0 B4 100.0.1
: 1

192.168.11.0v24

10.1.1.0724
—— 10

4 209.165.200.224/30

226 [

10.1.2.0724

10110724 [902170112] wia 209.165.200.226, 00:00:05, Senallidil ]

- |dentifies how the network was leamed by the router.

- Identities the destination network.

- |dentities the administrative distance (trustworthiness ) of the route source.
- Identifies the metnc to reach the remote network.

- |dentifies the next-hop |P address to reach the remote network.

- |[dentifies the amout of elapsed time since the network was discoverad.

- |dentifies the outgoing imterface on the router to reach the destination network.




Analyze The Routing Table

The Routing
Table

Routing Table
Entries



Directly Connected/Static/Dynamic Routes

Directly Connected
Routes



Directly Connected Routes

54 100.0.1
192.168.10.0/24 10.1.1.0/24

192.168.11.0/24 10.1.2.0¢24
A =] c
o 192.168.10.0/24 is directly connected, cigabitEthernet0/0
L 192,168.10.1/32 is directly connected, GigabitEthernetd/0

Legend
D - Identifies how the netwaork was learned by the router.

D - Identifies the destination network and how it is connected.
:] - ldentifies the interface on the router connected to the destination network.




Directly Connected Example

192.168.10.0/24
10 —

-

10.1.1.0/24
=a 10

-

192.168.11.0/24 10.1.2.0/24

Rl {config) 4 interface gigabitethernet 0/0

Rl (config-if)4 description Link to LAN 1
Rl (cocnfig-1if) 4 ip address 192.168.10.1 255.255.255.0

Rl {config-if)4 no shutdown
Rl (config-if)# exit
Rl (config)#




Directly Connected Example

192.168.10.0/24 10.1.1.0/24
0 = = .10

-

192.168.11.0/24 10.1.2.0/24

Rl {config)# interface gigabitethernst 0/1

Rl {config-if)4 description Link to LAN 2
Rl{config-if)#4 ip address 192.168.11.1 255.255.255.0
Rl {config-if)4 no shutdown

Rliconfig-if)#4 exit

Rliconfig)#

- o— - - - -~




Directly Connected Example

192.168.10.0/24
10 —

——

10.1.1.0/24
o= A0

P

192.168.11.0/24 10.1.2.0/24

Rl (config)# interface serial 0/0/0

Rl (config-if)4 description Link to Rl
Rl (config-if)4 ip address 209.165.200.225 255.255.255.252
Rl (config-if)4 clock rate 128000
Rl (config-if) 4 no shutdown

Rl (config-if)4 exit

Rl (config)4




Statically Learned Routes

192.168.10.0/24
10 —

-

® 192.168.11.0/24

R2 serves as a next hop for all
networks, including the Internet,
that are not directly connected
to R1; therefore, R1 should have
default route configured pointing
to RZ.

I 209.165.200.224/30

== 226
L .225

S0/0/0 I R

R1 only contains two directly
connected netwaorks that R2
needs to know about. Two
static route entries can be
configured on R2 to allow the
routes to be added to the route
table.

Internat

10.1.1.0/24
10

10.1.2.0124




192.168.11.0/24 10.1.2.0/24

Fliconfig)4 ip route 0.0.0.0 0.0.0.0 Serial0/0/0

Rl {config)#4 exit

Fl$

*Feb 1 10:1%:34.483; %5¥Y5-5-CONFIG I: Configured from console
oy conscle

Fl% show ip route | begin Gateway
Gateway of last resort 13 0.0.0.0 to network 0.0.0.0

5 0.0.0.0/0 is directly connected, Serial(/0/0
192.168.10.0/24 i3 wariably subnetted, Z subnets, 2 masks

C 192, 1e8.10.0/24 iz directly connected, GigabitEthernet(/0




Static Route Example

192.168.10.0/24 10.1.1.0/24
0 e = A0

e

192.168.11.0/24 10.1.2.0/24

RZ{config)d ip route 192.168.10.0 255.255.255.0 =0/0/0 - |
BZ{configl¥ ip route 192.168.11.0 255.255.255.0 209.165.200.225
FZ{configl4 exit

RZ#

FZ% show ip route | begin Gateway

GCateway of last resort i3 not =et

10.0.0.0/8 1= wariably subnetted, 4 subnets, Z masks
10.1.1.0/24 iz directly connected, GigabitEthernet(O/0
10.1.1.1/32 iz directly connected, GigabitEthernet0/0
10.1.2.0/24 is directly connected, GigabitEthernet(/1
10.1.2.1/32 is directly connected, GigabitEthernet(/1

1%2.1608.10.0/24 is directly connected, Seriall/0/0

192 .1e8.11.0/24 [1/0] wia 209.165.200.225 IJ

AN A4S0 S0 N A d LIS Qe R, P (R, P S S -5 I, PRI S L) BT I

n a2 0B 0




Dynamic Routing

Hello lam R1 and | am using
O EIGRF to let my neighbors
know that | can reach the
following netwaorks:
«  192.168.10.0/24

192 168.10.0/24 |+ 192.168.11.0/24
g o = 209.165.200.224/30

; I 209.165.200.224/30 GO/Q

225 < s;ﬁ"ﬁn 1
SO/0/0 ¥ :
o ‘ GO

Hello R1, 1 am R2 and | am

192.168.11.0/24 alsn Using FIGRP 1o let my 10.1.2.0/24
neighbors know that | can reach O

the following networks:

= 10.1.1.0/24

= 10.1.2.0/24

= 209.165.200.224/30

| am also the default gateway to

the Internet.

Internet

10.1.1.0/24
A0




Dynamic Routing Protocols

* Dynamic routing is used by routers
to share information about the
reachability and status of remote
networks.

* It performs network discovery and
maintains routing tables.

« Cisco routers can support a variety
of dynamic IPv4 routing protocols
including:

* EIGRP — Enhanced Interior
Gateway Routing Protocol

* OSPF — Open Shortest Path
First

* 1S-IS — Intermediate System-to-
Intermediate System

* RIP — Routing Information
Protocol



Directly Connected/Static/Dynamic Routes

Directly
Connected Routes
Static Routes
Dynamic Routing



Packet Tracer - Configuring and Verifying a Small Network

Configure Devices and
Verify Connectivity
Gather Information
with Show Commands



Packet Tracer - Configuring & Verifying a Small Network - 2

Configure Devices and
Verify Connectivity
Gather Information with
Show Commands



Testing the Network: Ping and ICMPv4

Testing the
Network



Testing the Network

*IP is a best effort delivery system.

O No mechanism to ensure that

the data is delivered

*So how do we know if a packet
encountered a problem along the
way?
sInternet Control Message Protocol
(ICMP)



Internet Control Message Protocol (ICMP)

*ICMP is available for both IPv4

and IPv6.

*ICMP is used for::
Informational messages
(ping, traceroute)

*Error messages (network

unreachable)

*ICMP is a layer 3 protocol

directly encapsulated in another

layer 3 protocol IP.

*No transport header
*Knowledge of ICMP control
messages is an essential part of
network troubleshooting
*The ICMP packets are identified
by type and code fields.



Host Confirmation - Ping

*Ping is a utility used to verify
connectivity to an IP host.
|t measures the round-trip time
for messages sent from the
originating host to a destination
computer.
*Ping uses an ICMP Echo Message to
determine if a host is reachable.
*A host initiates a ping (ICMP
Echo Request) and the
destination replies (ICMP Echo
Reply).
*|CMP only reports on the status
of the delivered packet to the
source device.



Ping - Testing the Local Stack

ﬁ Local Arca Connection Properties .

Pinging the local host confirms
that TCP/IP is installed and
working on the local host.

I C:\>ping 127.0.0.1

Pinging 127.0.0.1 causes a
device to ping itself.

Networkng | Authertication | Sharing |
Connect using:

Ic,‘i- rtel(R) 82579LM Gigabit Network Connection

This connection uses the following ttems:;

Cient for Microsoft Networks
v S Detemirestic Network Enhancer

V! 48005 Packet Scheduler

V! Bl Fie and Printer Sharing for Microsoft Networks

W i intemet Protocol Version 6 (TCP/1Pv6)

§ ¥ -+ intemet Protocol Version 4 (TCP/1Pv4) |

Wl i Uink-Layer Topology Discovery Mapper |/0 Driver
Wl s Link-Layer Topology Discovery Responder

Instal... | Unnstal | Prooerties

Description
Alows your computer to access resources on a Microsoft
network

oK | Cancel




Ping - Testing Connectivity to the Local LAN

Testing Connectivity to Local Network

Ping Local Gateway

ECHO REQUEST

ECHOQ REPLY F1

10.0.0.254 =&

25525652550

Gateway

Address
Caping 10.0.0.254

et Pracoct 1712y Prepetin S
10.0.0.253 L

=

— 3 10.0.0.1 g [ 255 255 955.0 ?ﬁmwﬂmmm
255.255.2550 o P -
10.0.0.2 10.0.0.3 = {FCan n  adve: s
2852552550 2852552550 F“_'_'f'“"'"‘"""”‘“‘ l_'I'ﬂ_ﬂ_ﬂ_'I_
Host IP Address ) 10.0.0.254

1= (e (5 o scbBien) s sly
1™ {og e eorarga (oS vt b




Ping - Testing Connectivity to Remote Host

Testing Connectivity to Remote LAN
Ping to a remote host

10.0.1.0 FO
10.0.0.0 F1
10.0.0.254 10.0.1.254
255.255.255.0 255.255.255.0

Ping 10.0.1.1

ECHO REPLY

ECHO REQUEST

= |

10.0.0.1 10.0.0.253 10.0.1.1

255.255.255.0 255 255 2550 255.255.255.0
10.0.0.2 100.1.2

255.255.255.0 255.255.255.0

10.0.1.253
255.255.255.0




Traceroute - Testing the Path

*Ping is used to indicate the
connectivity between two hosts.
*Traceroute (tracert) is used to
observe the path between these
hosts.

*The trace lists hops
successfully reached along
the way providing us with
Important verification and
troubleshooting information.

-If the data fails at some hop
along the way, we have the
address of the last router
that responded to the trace
indicating where the problem
IS.



Traceroute - Testing the Path

TTL1
ICMP Time
Exceeded
<«
TTL2 TTL1
|:| TIL2-1=1 TTL1-1=0
_
ICMP Time
Exceeded
<€
TTL3 TTL2 TTL1
|:| TIL3 - 1=2 TTCZ-1=1 TTL2-1=
_
ICMP Time
Exceeded
<€




Testing the Network: Ping and ICMPv4

ICMPv4
Ping
Traceroute



Packet Tracer - Building a Switch and Router Network - 1

Setup Topology

Configure Devices
Verify Connectivity
Display Device
Information



Packet Tracer - Building a Switch and Router Network - 2

Setup Topology

Configure Devices
Verify Connectivity
Display Device
Information



Packet Tracer - Testing Network Connectivity with Ping & Traceroute

Build and Configure a
Network

Ping Command
Tracert/Traceroute
Command



Packet Tracer - Testing Network Connectivity with Ping & Traceroute - 2

Build and Configure a
Network

Ping Command
Tracert/Traceroute
Command



