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Desktop Computer Printer
End Devices
IP Phone VWireless Tablet TelePresence Endpoint
Wireless Rouier LAN Switch Router
Intermediary
Devices
Multilayer Switch Firewall Appliance
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Network Media )
LAN Media

Pl WAN Media
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B Ethernet Switch
Internet

Admin Office

Web Server

File Server Classroom 3
Classroom Hub

Classroom 2

»
Classroom 1
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Mail Server 192.168.2.1
Web Server 192.168.2.2
File Server 192.168.2.3
192.168.2.4
192.168.2.5
192.168.2.6 192.168.1.1
Department 192.168.1.2
Server 192.168.1.3
192.168.1.4
Admin Group 192.168.1.5
Etharnat 192.168.1.6 192.168.1.7
192.168.2.0 Classroom 1 192.168.1.8
Printer 192.168.1.9
Classroom 2
'
Router-Firewall
N Classroom 3
Qﬂemm Ethernet 192.168.1.0
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Provider
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‘Small Office
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Message

Signal Signal  Message

e

4088 SE Fine Stragt e [
Orala, Florida 3447 1 == Diasr lans,
| just retumed from my irip. | thouaht you
Vit s o e
Redpiant i
1400 Main Street
‘Canton, Ohio 44205
Recipient Sender
(destination) | (source)
Location Location
address address
Envelope Addressing
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TCP/IP Protocol Suite and Communication Process

Name Host Email File Web
System Config Transfer

Application Layer NS R TE

il
i

Transport Layer UDP TCP

P Routing Protocols

Internet Layer ﬂ SHpport m @
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OSI Model

data unit

layers

data

I application ]

I presentation J
Data & Encryption

* ‘ [ data
|

i I session ]

[segmentsI aut_o';_%nnam ]

and Reliability )

= [ packets I camStwork . J
. Logical Addressing (IP)

(oo |

data link )
B (MAC & LLC)

* / /*
@ &$4 3,
*/
%: %, #
TCP/IP Model
Application ‘F;‘{n(e[ﬁ;ﬁﬁems data to the user, plus encoding and dialog
Supports communication between diverse devices across
Trarsgon dingr’se networks. -
Internet Determines the best path through the network.
NetioH ALoaen ggmrourf the hardware devices and media that make up the
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Operating System

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made eithar through the CLI or GUI interfaces.

Kernel: Communicates between the hardware and software of a computer and manages
how hardware resources are used to meet software requirements.

Hardware: The physical part of a computer including underlying electronics.
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(9(&

User EXEC Mode

Limited examination of router.
Remote access.

Switch>
Router>

The Privileged EXEC mode, by
default, allows all monitoring
commands, as well as execution of
configuration and management
commands.

(9(&
9(&

&!

)

N

The User EXEC mode allows only
a limited number of basic
monitoring commands and is often
referred to as view-only mode.

Privileged EXEC Mode
Detailed examination of router.
Remote access.

Switchi
Routerf

Debugging and testing. File manipulation.

9(&

(9(&

9(&

9(&



Within Privileged EXEC
mode, network
administrators can
access the global
configuration mode and
all other sub-
configuration modes.

7
(9(&
24 3# ,
&!
&!
/| F #
| + -F
0
%
&!

Privileged EXEC Mode

Privileged EXEC Mode
Detailed examination of router, Debugging and
testing. File manipulation. Remote access.
Switch#

Router#

Y

Global Configuration Mode
Global configuration commands.
Switch (config) #
Router (config) #

Y

Other Configuration Modes
Specific service or interface configurations.
Switch (config-mode) #
Router (config-mode) #

9(&

*/
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Router conl is now available.
Press RETURN to get started.

User Access Verification

Password:

Router> - User EXEC Mode Prompt

Router>enable

:zzi::;d:(_ Privileged EXEC Mode Prompt

Routerfdisable

Router> < User EXEC Mode Prompt

Router>exit

Router
, ) 4 g *>* % ) # x> ,
3# 3# &! (9(&
(9(&
(9(& 3t (9(&
$
4 8
Switch>ping 192.168.10.5
1 ’J [
Keyword or
IS = |
|—
Switch>show ip protocols
"g ¥ ( *
/
&

" 0



Context Sensitive Help

switch#el?
clear clock  a

sSwitch#clock set ?
-

Command options - display
a list of commands or
keywords that start with the
characters cl

hh:mm:ss Current Time -

switch#clock set 19:50:00 2
<1-31> Day of the month -

Command explanation - the
105 displays what
command arguments or
variables can be next, and
provides an explanation of
each

MONTEH month of the year

switchiclock set 19:50:00 25 June 2012
Switch#

Command explanation with
more than one argument or
wariable option

*/

Switch#>clock set
% Incomplete command.
Switchfclock set 19:50:00

Switché#e
% Ambiguous command:'c'

% Incomplete command.

The 10S returns a help message
indicating that required keywords or

The I0S returns a help message to
indicate that there were not enough
characters entered for the command
interpreter to recognize the command.

arguments were left off the end of the
command.

marker.

Switch¥clock set 19:50:00 25 6

~

% Invalid input detected at '*'

interpreter can not decipher the command.

[ The 10S retuns a A" to indicate where the command ]

*/
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Switch#show v.rli.onl lSwitch#lhov fla-hl lSwitch¥lhow interfaces

Intemetwork Operating System
Backu -
Active it %pi;::l:sg Interfaces
Programs | Configuration TaBbIe;fs and File Y
File URSrs

A

Switchf#show processes T—
Switch#show cdp neighbors

Switch#show arp

Switch#show mac-address-table

Switch#show vlan

[ Switch#show running—config]

[ Switch#show lmtup—config]
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% ) #

. 3#

9* *>*

DE#
5 %!

*>*

3#

Sw-Flocr-1>enable

Sw-Floor-1#

Sw-Floor-1l#conf terminal
Sw-Floor-1(config) fenable secret class
Sw-Floor-1(config) fexit

Sw-Floor-1#

Sw-Floor-14disable

Sw-Flocr-1>enable

Password:

Sw-Floor-1#

3#

Sw-Floor-1{config) #line console 0
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line) flogin
Sw-Floor-1{config-line) fexit
Sw-Floor-1{config)#
Sw-Floor-1(config)#line vty 0 15
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line| tlogin
Sw-Floor-1{config-line)

+&1 -

6 % !
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Presentation

Session

Transport

Data Link

Physical

The TCP/IP standards are implemented in
software and governed by the IETF.

The physical layer standards are implemented
in hardware and are governed by many
organizations including:

150
* EIATIA
= ITU-T
= ANSI
=38 |FEE

14-
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(1 50

|IEEE 802.11 standards

commonly referred to as VWi-Fi

Uses CSMACA

“ariations include:
802 11a: 54 Mbfs, 5§ GH=
802 11b: 11 Mbf's, 2.4 GHz
802 11g: 54 Mh's, 24 GHz
802 11n: 600 Mb/s, 2 4, and 5 GH=z
802 11ac: 1 Gh's, 5 GH=
B02.11ad: 7 Gh/s, 24 GHz, 5 GH=z, and
B0 GH=z

— =

Wi Fi

IEEE 802.15 standard

& =
Bluetooth Supports speeds up to 3 Mb/'s
- Provides dewice pairing over distances from

110 100 meters

|IEEE BO2.16 standard
Provides speeds up to 1 Gh/s

x Uses a point-to-multipoint topology to
provide wireless broadband access

==
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Start Frame

Header

Address

Type / Length

Data FCS

This field tells other devices on the network that a frame is coming along the medium.

2
%
11}
+858&- 0 & /) +0&-
&5& &5&
&5& 0&/
gou;lce :3:3 Trailer
Start Fi inati
ﬁemrame Aﬁilmsses Type field Data
field
Stop Frame
This field is used for error checking. The source calculates a number based on the
frame's data and places that number in the FCS field. The destination then recalculates
the data to see if the FCS matches. If they don't match, the destination deletes the frame.
0&/
0&/
$$ % ! < 0 0 # -

$& -( %

fid

5&



$
*#

+

$2@

+ #

$

$
I C$2@
@

#

&

% %

#

+* 1

$

#

/

C+$C-
[+$1-

( + $9-

+&#I42(&H# -

+$2

&$4 $

$2@



4 * 1 # 3#2 $

*
$ %) %!
Differentiated Services A
Internet
Version | Header Total Length
Length
DSCP ECN
Identification Flag Fragment Offset
20
Bytes
Time-fo-Live l Protocol Header Chacksum
Source 1P Address
-
Destination IP Address
Y
Options {optional) Padding
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Class A /8 €«——— 24Bits — >

- Host l Host [ Host ]

Class B /16" < 16 Bits >

CUEETT e e

Class C /24 5 Bt

= Class A, B, and C addresses: 0.0.0.0-
223.255.255.255

= Multicast addresses: 224.0.0.0 -
239.255.255.255

= Experimental addresses:240.0.0.0 -
255.255.255.254




ARIN
North
America
Region

[ APNIC

Asia/Pacific
Region

LACNIC
atin America
and some
Caribbean
Islands

0
5
)
$C 31
"#' 55
R + -+ 44 - $C
$1 @ ,?MM; $C oA
$C
5 5
+55-
%
" H&H # & -," 5 44
"$H&A" S # & -," 4$ 5 44
"B H#+" 5 # - # " 5 44
"&# & +5 P & $" 5 -, "
& 44
5 $( #&& +5 $( - ( 1 ( & " 44
15
55 $ /I $ +/$- 1
$C $ " /%
$C +l  2C- !
%
$=9 0 ## !
& ) %) . 4 (
& $C*" 2 2
"#2
# " &




%

N

$

+2.&%-



$C
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192.168.1.0/24 Network

Address 182 les X elatels) aooo

Mask 255 2E5 255 pelslels aoad

L MNetwork Portion JL Host Paortion J

with no host bits borrowed, the host portion of both the
natwork addrass and mask are all 0 bits.
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Layer 7 | Layer 7
Layer 6 Layer 6
Layer 5 Layer 5
Layer 4 Layer4
Layer 3 Layer 3 Layer 3 Layer 3 Layer 3
Layer 2 Layer 2 Layer 2 Layer2 Layer 2
Layer 1 Layer 1 Layar 1 Layer1 Layar 1
- - - - -

192.168.1.0/24 192.168.2.0/24

1 6 1
Falid Fali1

192.168.1.10  00-10 00-20
04-10

192.168.3.0/24

192.168.4.0/24

s
0CG-22 197 168.4.10
08-20
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Packet arrives on
interface.

Router searches
the routing table for a
match.

Drop the packet-and
send an ICMP
message back fo
the source P
address.

$C
$C

Does the destination 1P

address match the
subnetofa ...

Directly
Connected
Interface?

Is there a gateway’
of tast resort
avallable?

(

M<?1:?7?;

Check ARP cache
(ARP if necessary)
and forward ta
host on local
subnat

Encapsulate the
frame and forward
out of the exit
interface to the
next hop

Encapsulate the
frame and forward
out of the exit
interface to the
next hop.

1"&
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Directly connected
network

192,168 10.0/24

192.168.11.0/24

Directly connected
network

209.165.200.224/30

Directly connected
network

$1

5?

10.1,1.0/24

10.1.2.024
Remoate networks

$C



N (75%
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57

192.166.10.0/24 !, 10.1.1.0/24
— e B4.100.0.1,) o=
- ~

A0

209.165.200.224/30
225

192.166.11.0024 10.1.2.0/24

[D 10110024 [B02170112] via 209.165.200.228, 000005, Senalliio ]

[ - \dentifies how the network was leamed by the routsr.

[ - \dentifies the destination network.

:] - ldentifies the administrative distance (trustworthiness ) of the route source.
[ - \dentifies the metric to reach the remote network,

D - ldentifies the next-hop 1P address fo reach the remote network.

D - ldertifies the amout of elapsed time since the network was discoversd.
:J - Identifies the outgoing interface on the router to reach the destination network.
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192.168.11.0/24

R2 serves as a next hop for all
netwarks, including the Intermet,
that are not directly connected
to R1; therefore, R1 should have
default route canfigured painting
to R2,

209.165.200.224/30

R1 anly contains twa directly
connected networks that R2
needs to know abaut. Two
static route entries can be
configured on R2 to allow the
routes to be added to the raute
table.

Internet

$C

10.1.1.0i24
= 10

10.1.2.0024
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No need to use a dynamic
routing protocol with R1 to
reach 172.16.3.0/24.

| can simply use a static
route to reach the stub
network.

Stub router
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Private WAN

172.16.1.0/30

| can reach the HQ
router 10.0.0.0/8
LAN using the
private WAN link.
I’'m using EIGRP to
exchange routes
between sites.

Private WAN
yute 10.0.0.0 :

If link ever fails, a floating
static route connecting to
the Internet as a backup.

Since EIGRP has an
administrative distance of
90 | will configure the

static route with a higher
value




ip route network-add subnet {ip-address | exit-intf [ip-address]} [distance]

Parameter Description

network— |« Destination network address of the remote network to be added
add to the routing table.
+ Subnet mask of the remote network to be added to the routing
eubnet table.
+ Note: The subnet mask can be modified to summarize a group of
networks
el < Commonly referred to as the next-hop router’s IP address.
address

exit—-intf

« Use the outgoing interface to forward packets to the destination
network.

- Also referred to as a directly attached static route.

Typically used when connecting in a point-to-point configuration.

distance

» Used to create a floating static route by setting an administrative
distance that is higher than a dynamically learned route.

*/

&(0

* &(0




R1# show ip route static | begin Gateway
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
S 172.16.1.0/24 [1/0] via 172.16.2.2
S 192.168.1.0/24 [1/0] via 172.16.2.2
S 192.168.2.0/24 [1/0] via 172.16.2.2

R1# show ip route 192.168.2.1

Routing entry for 192.168.2.0/24
Known via "static", distance 1, metric O
Routing Descriptor Blocks:
*172.16.2.2

Route metric is 0, traffic share count is 1

R1# show running-config | section ip route
ip route 172.16.1.0 255.255.255.0 172.16.2.2

ip route 192.168.1.0 255.255.255.0 172.16.2.2
ip route 192.168.2.0 255.255.255.0 172.16.2.2

ip route 0.0.0.0 0.0.0.0 {ip-address | exit-intf [ip-address]}

Paramete Description
r

0.0.0.0 |+ Matches any network address.

0.0.0.0 |- Matches any subnet mask.

» Commonly referred to as the next-hop router’s |IP
address.

il » Typically used when connecting to a broadcast media
address -
(i.e., Ethernet) .
» Commonly creates a recursive lookup.
» Use the outgoing interface to forward packets to the
exit— destination network.
intF - Also referred to as a directly attached static route.
- Typically used when connecting in a point-to-point
configuration.
5
$
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D (+ #
R1# show ip route static
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - I1S-IS summary, L1 - I1S-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, | - LISP
+ - replicated route, % - next hop override
Gateway of last resort is 0.0.0.0 to network 0.0.0.0
S* 0.0.0.0/0 is via 172.16.2.2
R1#
6 G+ # $
6 (
5
, & 25
& 25
5?7 ) 2N< <; ::47?
?N< <= :47?|

172.21.0.0/16

I_ﬁ 172.20.0.0116

172.19.0.2M16
S0/0M1
S0

' R1 needs to reach
networks in the range of

| 172:20.0.0/16 to
172.23.0.0/18, Instead of

172.23.0.0/16 ‘configuring four separate

- static routes, summarize

the networks and create a |

| summary static route,

172.22.0.0116




! 0 ?N< <; ;47?1 ?N<<=;:4?I
$ & , 0
?C
4?7C <KK<K<::
& &
0
N<<; , PN< <;::471 ?N< <?::471 ?N<<<::4?1 7?N<<=:;:47l,
?N< <;::4?C
0 5? ?N< <; ; ;472
?N< <= :47?I
Step 1: List the networks in binary format.
172.20.0.0 10101100 . 0001 010 1R LT Ll T ]
172.21.0.0 10101100 . 0001 01L RN R LT LR
172.22.0.0 (LLENEI10 . 00000000 . OQOCOOODO
172.23.0.0 (LLENEf11 . 00000000 . 00000000
Step 2: Count the number of far-left matching bits to determine the mask.
Answer: 14 matching bits = /14 or 255.252.0.0
Step 3: Copy the matching bits and then add zero bits to determine the summarized
netwaork address.
WRUERN e L ELRi00 . 00000000 . 00000000
|— Copy QI— Add zero bits 4
Answer: 172.20.0.0
172.21.0.0/16
e 172.20.0.0/16 172.19.0.2
172:22.0.0/16
) ‘ Rl{config)# ip roube 172.20.0.0 255.252.0.0 172.19.0.2
172.23.0.0/16 .
Rl {configh#
6% "#
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75%$S 7?;;
*1$0 S ?7?;
/,1S??K
5%$S7<;
)
| prefeer ta reach the:
HGQ router using the .
private WAN link, Private WAN
172.16.1.0/30
However, if that link 209.1 55.2M24Qf<9 209:165.200.224/29
ever fails, | can use a Intainick ¥V
floating static route
connecting to the
Intemet as a back up.
II#
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7% +7%- +/$- 79
/$
Interior Gateway Protocols Exterior Gateway
Protocols
| | Distance Vector Link-State Path Vector
|Pwd RIPvZ EIGRP OBPFv2 13- BGF-4
IPvE RIPng EIGRP for | OSPFw3 |5-15 for BGP-MP
IPvE IPvE
5 "
2
1 1 1
&
+ 5
5"1
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# ! 5
% #8 ! #




10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0

#35"1 "

5? 2?5, 0 ( 4, ?<;
S< %< I 44, ?,=;;

5= 2=, I 44?2 2,C;;



10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0

4 A 4 N

~ ~ Y=

d ) 4 '§
10.2.0.0 10.1.0.0 . 10.3.0.0 10.2.0.0 10.4.0.0 10.3.00
a0 . a0 || ;aco , . oa00 ||

S0/0/1 St
Network | Interface Hop Network | Interface Hop Network [ Interface Hop
C | 10.1.0.0 Fa0/0 0 C 10.2.0.0 S0/0/0 0 C | 10.3.0.0 S0/0/1 0
C 10.2.0.0 S0/0/0 0 C 10.3.0.0 S0/0/1 0 C 10.4.0.0 Fa0/0 0

Distance vector routing protocols implement a routing loop prevention technique known as split
horizon. It prevents information from being sent out the same interface from which it was
received. For example, R2 does not send an update containing the network 10.1.0.0 out of Serial
0/0/0, because R2 learned about network 10.1.0.0 through Serial 0/0/0.

@ mn
5 5? b< 5=
57 b< b=
5?
/ y?0 / 4,4,
/ ] 1 0 ( 74’
5 B« ’), =:: ?
/ ’); =:: ?
B<
/ 2= / 4.4,
/ < / :4:47
5 57?7 2?5, ?
/ 7! 7 ; b ?
5 5= ?.C: ?
/ ’); C - ?
5=

/ ?:.C:; / 4:4?



5? ?.C::

5= ?.?::LO

C | 10.1.0.0 Fa0/0 0 C | 10.2.0.0 S0/0/0 0 C | 10.3.0.0 S0/0/1 0
C | 10.2.0.0 S0/0/0 0 C | 10.3.0.0 S0/0/1 0 C | 10.4.0.0 Fa0/0 0
R | 10.3.0.0 $0/0/0 1 R | 10.1.0.0 $0/0/0 1 R | 10.2.0.0 S0/0/1 1
R | 10.4.0.0 $0/0/1 1
5 5?7 5< ="
5?
/ 7 4.4,
/ ’), 1 9!_! ; 0 ( !4!
5 5< ?,C;; ?
/ ?7,CH <
/ 5< 7= 2
8
5<
/ 7l:11 ?;C; ) / 14l4l
/ 72?0 < ;o 447



5 5= ?:.C
5=
/ ?2:.C:; /
/ ?<5y 7=
5 B« IR
/ ?:?
/ b<
8
2
/
0 5<
4.4, 5< ?:?
&
)
&
&
5
7
(75% */$0
% | <) )
3 5 & #
B R
# &
$( % #

4:47

44,

4



7$

% , 7 % +7% ( 7 $ +(7%-
8 , 2 , ,
4 ) , & + -
0 $C
%) 1 (2 , 7%
2% 1% (2, 7% & +
*/ -
%)%, 7$
*2%, 7% &
8%", 7%
L] 7$ ]
4?2%, (7$
5%$? 75%
5%$< (75%
! ’
0
Dynamic Routing Protocols
1
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Interior Gateway Profocols Exterior Gateway Protocols
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Routing Profocols Profocols Protocol
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5?

Internet

192.168.1.0/24

A
—

5?

5% #

192.168.3.0/24

DCE
S0/0/1
2

192.168.4.0/30

209.165.200.224/27

$0/0/1
225

S0/0/0
g 2

192.168.2.0/30

5? ,
/
5< b=
5?
5%
5?
5%
5? 7 ' 5

$0/0/1

.16

14:47
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192.168.5.0/24
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Intetpet —

%209.165.200.224[27
\
=

192.16

192.168.2.0/30 i 192.168.4.0[30.

192.168.5.0/24

.1
P

=1l (configr)$ AP Toute O.0.0.0C ©0.0.0.0 SO/O0/1 2059 _165_200_.226

=1 (config) ¢ router Tip

=21 (config-—routexr) ¥ Te—SinE tion originate

=1 {(config—routex) ¥ ~=

=18

Aremr 10 22:22:S1 _801: BSYS-_S_CONFIG_I: Configured from console by
conscle

=14 show ip 1 5m

>4
Gateway of last resort is 202_165.200.22€ to network G.O.0.0

=~ 0_.0.0.0/0 [1/CG] wvia 209_16€5_200.22&, Serialo/ 0/

192 .168.1.0/24 is wariably subnetted, =2 subnets, =2 masks
192 _.168.1._.0-24 iz directly connected, GigabitsthernetorsC
192 _168_1_1/22 is directly connected, GigabitsthermnetorsC

192 168 .2 _0/24 is wariably subnetted, 2 subnet=, 2 masks=
192 _168_2_0r/24 i=m directly connected, Sexrialc/0-0
192 _168_.2_1/32 is directly connected, Sexialcr 070
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* Shortest path from R2 to the R3 LAN:
Each router calculates the SPF

- R2toR1: 20 algorithm and determines the
- R1toR3: 5 cost from its own perspective.
- R3-R3 LAN: 2 (more later)

Cost:
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501010,
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$ 1$0

.6 3t
5 T& !
Internet
172.16.2.0/24 172.16.3.0/24
209.165.200.234/30 f 5
172.16.1.0/24 s0/0/1 172.16.4.0/28
i B
GO/1
.225 .226 .229 .230
209.165.200.224/30 209.165.200.228/30
Route k -
Sour: Destination Networl Outgoing Interface
ouree - 192.168.0.0/16
(& 172.16.1.0/24 is directly connected, GigabitEtherneto/0
b 172.16.1.1/32 is directly connected, GigabitEthernetO0/0
Legend
(: - Identifies how the network was learned by the router.
) - identifies the destination network and how it is connected.
() - identifies the interface on the router connected to the destination network.
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Internet

172.16.1.0/24

1

Route Source

172.16.2.0/24 172.16.3.0/24

S0/0/1 -1 | Go/o a |GO/0
D

S0/0/0
225 226

s0/0/1
.229 .230

209.165.200.224/30 209.165.200.228/30

Administrative
Distance [ Next-hop ] [ Outgoing Interface]

R 172.16.4.0/28

I

[120/2]) wvia 209.165.200.226, 00:00:12, sSerial0/0/0

| |

Destination [ Metric ] [ Route Timestamp ]
Network

$C

3 <9#

M <-)#

5?

$C

209.165.200.234/30 f 5

172.16.4.0/28

192.168.0.0/16
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Mext-hop IP address
Lewvel 1 Routes andfor exit interface
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Neaext-hop IP address

Lewvel 1 Routes andior exit interface

Utimatse Routs

Next-hop IP address
Level 1 Routes and/or exit inferfaca

Ltimate Route

Ultimate Route
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IP Packet Destination

172.16.0.10 | 10101100.00010000.00000000.00001010

Route1| 172.16.0.0/12 | 10101100.00010000.00000000.00000000

Route2 | 172.16.0.0/18 | 10101100.00010000.00000000.00000000

Route3| 172.16.0.0/26 | 10101100.00010000.00000000.00000000

Longest Match to |IP Packet Destination —T

= 8 % "
Interior Gateway Exterior Gateway
Protocols Protocols
Distance Vector Link State
Routing Protocols Routing Protocols FPath Vector
Classful RIP IGRP EGP
Classless RIPv2 EIGRP | 1515 BGPv4
IPvE RIPng EIGRP for IPvG OSPFv3 1545 for IPvG
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S 172.16.5.0/24 ==
g1 Je [EhEl Rz
R1 has a default priority of R2 has a default priority of
1 and the second highest 1 and the highest router
router (D, It will be the 1D, It will be the DR-on
BOR on this link. this link.
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GOVO

172.16.5.0/24

2
GO/

R2 has the highest router 1D, becoming

[ ExSiart State
the master, and therefore it prepares to
send a LEDE in a DBD packet,
Exchange DBD Packets
—=_ Al 172.16.5.0/24 =y — =
R teTalle] SO Rz

Exchange State

D Thanks for the information! =
LsAack
= } Here is a summary of my LSDE. =
DB
Thanks for the information! :I
LSack
Getting Additional Route Information
gy 172.16.5.0/24 2 i
R1 GOso GO Rz
[ Loading Staie
Ei | need more infoarmation on the 172.16.6.0 network.

Here is a summary of my LSDB. EI

A

LSR

DBy

Here is the entry for 172.16.6.0v24. :]

Lsu

E: 7 Thanks for the informationt

Sack
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Area o

172.16.2.0/24

SO/0/71
S0/0/0

Internet '

192.168.10.8/30

| RID: 3.3.3.3
10

- = —_——
= Go92.168.10.a/30
672.16.1.0/25

192.168.1.0/24

R1 (config)# router ospf 10
R1 (config-router)# route-id 1.1.1.1
R 1 (config-router)# network 172.1

R 1 (config-router)# network 192.1
R 1 (config-router)# end

6.1.0 0.0.
R 1 (config-router)# network 172.16.3.0 0.0.
68.10.4 O.

255 area O
area O

0.
0.3
0.0.3 area O
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Interface Type
10 Gigabit Ethernet
10 Ghps

Gigabit Ethernet
1 Gbps

Fast Ethernet
100 Mbps

Ethernet
10 Mbps

Sarial
1.544 Mbps

Serial
128 kbps

Serial
64 kbps

Reference

Bandwidth in bps

1,000,000,000

1,000,000,000

1,000,000,000

1,000,000,000

1,000,000,000

1,000,000,000

1,000,000,000

* /$0

# 0 (
*/$0
?::14

Default Bandwidth

in bps

10,000,000,000 1
1,000,000,000 1
100,000,000 10
10,000,000 100
1,544,000 647
128,000 7812
4,000 15625
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172.16.2.0/124
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Internet>
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192.168.10.4/30
172.16.1.0/24 192.168.1.0/24
0 % 57 0
3 + , 2
% , *I$0 25 25
,  *I1$0 o@!

*$0 12 * ( %



<"D 25 25 )

) */$0 .

$C '
1
, %
*I$0 %
*1$0 . 2
*I1$0 #
*/1$0 !
Wk @l Ok The local interface to
neighbors in the reach this neighbor.
order they were
learned. The amount of time remaining before
declaring the neighbor down.
R1# fhow ip ospf neighbor / L
A
Neighbor ID Pri State Dead "Time Address Interface
3.3.3.3 0 FUL - 00:00:37 192.168.10.6 Serial0/0/1
2.2.2.2 0 FULL - 00:00:30 172.1.3.2 Serial0/0/0
R1# r
I Th‘tt f the OSPF p d interf:
The OSPF priority of the estaie ortne enaee Interace
interface. * FULL state means that the Ypouter and its
- Used in DR/BDR election. neighbor have identical OSPNLSDB.
\
The neighbor’s IP
address
*/$0
*1$0,
|
*/$0, 3

R1# show ip ospf interface brief
Interface PID Area IP Address/Mask Cost State Nbrs F/C

Se0/0/1 10 0 192.168.10.5/30 15625 P2P 1/1
Se0/0/0 10 0 172.16.3.1/30 647 P2P 1/1
Gi0/0 10 0 172.16.1.1/24 1 DR 0/0
R1#

== 8 %"&) 8 %"$
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$
*/$0 =
I/
- ,*$0< */$0 =
# J*$0< */$0 =
, ,  50& *$0 <  */$0 =
*/$0 < */$0 =
3
*/$0 0
*/$0 <
*/$0 =
8%" ! ( , *1$0 =
a " -
3 ) ( ,
*/$0
%
)
% ,
+:4+ # 254 25
+ *P0<  */$0 = =<,
, $C
2
@
2
I/

*$0<  */$0 =

<

28

5 $1
$1
*$0 $C
$1
I */$0 = /$0
$C
$C
% */$0
*$0 <
*/$0 =
*$0< 1
*/$0
/$0<+. 2215
*/$0
*/$0 =
*/$0 =
%
*$0 =
2
*/$0
=<, 5 2
$C



.) , */$0 < $C *1$0 = $1

, *1$0 < $C
*/$0 = */$0 :
H# 8 %" # ,*I0< <<C;; K8 *$0=  00;<
+:4+ # ,I$0< <<C; ;18 *$0=  00;< I
) ! , */$0 < !
8 */$0 = )6
% . ( $C8 )6
, *1$0 < 12 K */$0 =
$1
8 %"&
*$0 = #
Area
2001:DB8:CAFE:2::/64
2001:0B8:CAFE:AD0D1 ::/64 2001:DB8:CAFE:AD02::164
FE80::1 FE&0::3
2001:DB8:CAFE:1::/64 2001:DB8:CAFE:3::/64
The FEB0 addrags reprasents tha link-local address assigned to each routar,
0 */$0 =
$C "
$C S : "
*$0<  */$0 = ,
*/$0 =

)6 3 $1
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$1
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&

(@,IC C, (

0

#I1# #

$1

8 $1
, o(:; 47;
1"& 000(
1"& (
2
$1 $1
)
$1
#H # )6

oG:; 0(0

Router ID Order of Precedence

32-bit router D explicitly
configurad?

Loopback enabled with
IPv4 address?

Interface enabiad. with
IPvd address?

Yas

Use that as the router 1D, If
multiple interfaces are active; use
the highest address,

Yes

Display console message:
O SPFvE4-NORTRID: OSPFv3 process 1 could

not pick a router |0, please configure manually.




D (8%")&

3 *$0=+# vs |/
Fl%# show ipvé ospf neighbor
CSPFv3 Fouter with ID (1.1.1.1} (Proces=s IC 10}
Neighbor ID Pri State De=ad Time Interfacse I0D Interfacs
3,2.3.3 0  FULLS - 0DO0D:00:39 [} Seriald/ 0/ 1
2.2.2.2 0  FULL/ - DD:00:3a [ Seriald/ 0,0
Rl#
rRl1l¥ show ipwvé protocols
IFvSa Routing Protocol is "connectead"
IFva Routing Protocol is "HD™
IFva Routing Protocol is "ospf 1o0™
Router ID 1.1.1.1
Humber of arsas: 1 normal, 0 =tub, 0 nssa
Interfaces (aArea 0) :
serialas0s1
Serialas O 0
GigabitEtherneto/ /D
Redistribution:
TMOre
Rl ¥
@ )6 3 %
2
o@! *1$0 %
% L]
1/2 /1$0 5
0 ¢
0 % 5? 0
3 + , 2
% , */%$0 3 25 25
,  *1$0 o@!
*$0 12 * ( %
<"D 25 25 )
+ , */$0 .
+ , 2 2
, %
" 0 6 # ) *$0 =
*/$0 2 2
*/$0 =
$ %! < 4 8%M&




& *$0 =5

&
& # 8%"
*/$0 *$0 1 */1$0
/1$0 /1$0
1$0 &$@,
12
&$@
*1$0 ) +
+ -8
, *1$0
## 3# ,
0 5? ? i b<
K? ; 57 b< ?
K?
Area 1 Area 0 Area 51
- -—— "-1"\-.
| am now only | now only need to
receiving LSAs run the SPF
from Area 0 and algorithm when
My routing table is Area 1. there is a changs
smaller as it only in Area O ar Area
contains Area 1 routes &1,
and a default route.
# 1 ) 1 )
I
O ##H . 0
A
0 K? * K?
I /$0 5? 1" K?

1$0



Area 1 Areal Area 51

Cnly R2 and routers In Area
51 exchange LSAs and run
the SPF algarithm.

2
1 */$0 ,
413 1 2 , " %190

*I$ 0 7
*$0 ;.

# 1 3132 & 5

*/$0 ,
&
K;
l;

2 )
*/%0 */1$0

*/1$0

12




4 1.42
12 "5
"5 "5
12 "5
"5
"5
( 4 ( 142
N ] *I$0
" "5 */$0 */$0
5 */$0 "/ 5 +  (75%
*/$0-
. 0 ’
? */$0
"5 "5

Internal Routers

Area Border Routers (ABRs)

<Interne>

Autonomous Systerp Boundary Routers (ASBR)




H 8%"-.8
2l
" */$0 1/2
*/$0 *1$0
50& */1$0 ?? 1" .
*/1$0 A "? MK
I/Il
( 1" 1" 2
%
l/ll
*/$0 = I
LSA Type
1 Router LSA
2 Network LSA
3and 4 Summary LSAs
5 AS External LSA
6 Multicast OSPF LSA
7 Defined for NSSAs
8 External Attributes LSA for Border Gateway Protocol (BGP)
9,10, 0or 11 Opaque LSAs
Most Common LSA Types
escription
1 Router LSA
2 Network LSA
3 and 4 Summary LSAs
5 AS External LSA
2' 1
Type 1 LSA Message Propagation
Internet
1 1
1 1
Typs 1 1 Type 1 1 Type 1
1 1
1 |
- Type 1 LSAs include a list of directly connected network prefixes and link types.
= All routers generate type 1 LSAS.
=  Type 1 LSaAs are flooded within the area and do not propagate beyond an ABR.
= A type 1 L3A link-state 1D is identified by the router |1D of the originating router.
n *
/%0,
21" */$0 I




21"
21"

—= "y

Internet

21"

=1

Tvpe 2 LSA Message Propagation

Type. 2

Typa 2

=  Twype 2 LSAs identify the routers and the network addresses of the multiaccess links.

- Only a DR generates a type 2 LSA.

=  Twpe 2 LSAs are flooded within the multiaccess network and do not go beyond an

ABR.

= Atype 2 LSA link-state 1D is identified by the DR router |D.

1] < !/n
25

<M

<

25 <1/

<M

! " 57?7 25
I ? "b<

, 2 " $
2"/

25

+# 1"-
<M

<M

<M

25



Type 3 LSA Message Propagation

internet

Type 3

I
i
Type 3 Type3d § Type3
i
I

A type 3 LSA describes a network address learmed by type 1 LSAs.

A type 3 LSA is required for every subnet

ABRs flood type 3 LSAs to other areas and are regenerated by other ABRs.
A type 3 LSA link-state 1D is identified by the network address.

By default, routes are not summarized.

=1 "5 "5 2"
V2 " */$0 "5 =" */$0
"5 */1$0 =1

: "5? "b< =1 "5
=1 */$0
=1 0
"5

5 =1 1$0
=1 :
1$0

2" 3

Type 4 LSA Message Propagation

intemet

] 1
1 1
Type 1 1 Type 4 1 Type 4
> 1 1
I ]

- Type 4 LSAs are used to advertise an ASBR to other areas and provide a route to
the ASBR.

» ABRs generate type 4 L8As.

= Atype 4 LSA is generated by the originating ABR and regenerated by other ABRs.

+  Atype 4 LSA link-state |D i= identified by the router ID of the ASBR.

C K" "5
*/$0



n C !/II n 5 II/ 5 n C !/ll
II/ 5 n
) ll/ 5
n II/ 5 ? !/Il II/ 5
+ ll/
" 57 21" clr
1" + ==/ ) "5 cl
, 2 "/'5 2
2' 4
Type 5 LSA Message Propagation
internet
3 H]
Type B | Type s | Types
] ]
l- I-
] I
. '.I-'.ypé 5 LSAs are used to advertise external lI:i.:E., non-C.:l_é_F;F-}i network addresses.
« An ASBR generates a type 5 LSA.
= Type § LSAs are flooded throughout the area and regenerated by other ABRs.
*  Atype 5 LSA link-state |D is the external network address.
* By default, routes are not summarized.
K " */$0 K"
ll/ 5
K" I
"/'5 K"
/) "5 K" 5
clur
*/$0 K"
0
II/ 5
, 2
5 8 %" 3 (
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0

*1$0

e O 0 B A

' Rl14 show ip route

Codes:L — local, C-connected, S-static, B-RIP, M-mchile, B-BGP
I — EIGRP, EX - EIGRF external, O — OSPF, IA — 0O3PF inter area
Nl — OSPF H35A external type 1, N2 - OSFF MESA external btype 2
El - OSPF external typs 1, E2 — O5PF external type 2
i — I5-I3, =u-IB-IS summary, L1-I5-I5 lewel-1, LZ-I5-I5 level-2
ia - IS-I8 inter ares,*-candidate default,J-per-upser static route
o — ODR, P-pericdic downloaded static route, H-NHRF, 1-LISF
+ - replicated route, % - next hop override

Gatewsy of last resort is 182 .16B.10.2 to network 0.0.0.0

;D*EE 0.0.0.040 [110/1] wia 192.168.10.2, 00:00:19, SerialD/0f0

13.0.0.0/8 i= wariably svhnetted, 5 subnets, 2 masks
i0.1.1,0/24 1= directly connected, GigabitEthernetd/0
10.1,1,1/32 is divectly connected, GigabitEthernet{/0
10.1.2.0/24 is directly connected, GigabitEthernet0/1
I.1.2.1/32 1= directly connected, GigabitEthernetd/1
lﬂ 2.1, DI24 [113#649] wis 102,148,10.2, 4:34, Seriall/ 0/ 0
: { il 10148, Seriall 0/0
: : féa;[lmﬁg%a wi= 197.168:10.2, DO:01:4B;Serizlf/0/0
1°'2 168. 10 0724 is wariasbly subnetted, 3 subnets, £ masks

E: 1%2.168.10.0/30 is directly connected, Sexzizl0/0/0

L 192 168.10.1/32 is directly connected, Serial/0/0

o 192.168.10.4/30 [110/1294] wia 192.168.10.2, 00:01:55,5e=1210/0/0

[ 1 v B
Bl#
*/1$0
*/$0 $C
+  ?- + <M

"5 " 12

"5 I 12

NG 2 +(7-

12 /1$0 /1$0

? <
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6 H 8%

*/$0
)
C */$0
/I ? <
2 |
$
$ + 8 %"
*/$0
*/$0
% # , *I1$0
" $
$
T
8 %" , 2 */$0
"5
Lo# ( ,
*/$0 */$0 #
$

*/$0 5 /5

& & */$0

3 */1$0

*/$0
/2
*/$0
$
*/$0
*/$0
12
"5
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*/$0
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*/1$0



192.168.10.0/30

Area 0
10.2.1.0/24

10.1.1.0/24 10.1.2.0/24 192.168.1.0/24 192.168.2.0/24
Area 1 Area 2
0 */$0
52 "5 2 ;
5< ;
5= "5 < ;
) */$0 "
"5 !
5? 2?27?2727 */1$0 I"# ?
*1$0 ; 5<
"5
@ 5< 5=
% 5?4?7272 7-
@ 5= %
527 +?7?7?7- 5<+<<<<-
Rl (ccnfig) 4 router ospf 10

Rl (config-router) #
Rl (coenfig-router) #
Rl (cecnfig-router) #
Rl (cecnfig-router) #
Rl (coenfig-router) #
Rl#

router—id 1.1.1.1
natwork 10.1.1.1 0.0
network 10.1.2.1 0.0
network 192 .168.10.1
and




I *$0 <

5?

8 %"

Area
2001:DB8:CAFE:2::/64

2001:DB8:CAFE:AD01T::/64 2001:DBB:CAFE:ADDZ::/64

2001:DB8:CAFE:1::/64 2001:DBB:CAFE:3::/64
Area 1 Area 2
*/$0 = 0
" "5
27?27?2727 */$0 I"#
; 5?

5<
5=

% 5?7

% 5<

Rl (config)# ipwvé router ospf 10

Rl j(cocnfig-rtr)4 router-id 1.1.1.1

El (config-rtri4 axit

Rl (config) #

Rl (config)# interface GigabitEthernet 070
Rl (config-if) 4 dipvé ospf 10 area 1
Rl (config-if) #

Rl (config—-if) 4% interface Seriald/0/0
Rl (config-if)#% ipvé ospf 10 area 0
Rl (cocnfig-1i£f) 4 and

Rl¥
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Area 0 Backbone

Summnrizoed

LSA typae 3

Area 2

5?

Sumimarizad LSA

w_ﬂ 3

Area 3

=
=; =1/

I
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I
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Area 0 Backbone
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| Some Bits Are
Step 2 ! Different

Step 1
10.1.1.0 00001010.00000001.000000:01 .00000000
10.1.2.0 00001010.00000001 .000000:10 .00000000

First 22 Bits Match 1

Summarized Route: 10.1.0.0/22 or 10.1.0.0 255.255.252.0
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