Information System (CS 507)
Spring 2009
Assignment No. 6
Due Date:

Your assignment must be uploaded/submitted before or on 20 June 2009.
Max Marks: 20
Uploading instructions:

Please view the Assignment Submission Process document provided to you by the Virtual University for uploading assignments.

· The assignment should be in .doc format.

· Save your assignment with your ID (e.g. bx020200786.doc).

· The assignment submission through email is highly discouraged.

Rules for Marking:

It should be clear that your assignment will not get any credit if:

· The assignment is submitted after due date.

· The submitted assignment file is corrupted.

· The assignment is copied.

· The assignment material is directly copied from internet.

Note:

   Your answer must follow the below given specifications. You will be assigned no marks if you do not follow these instructions.

· Font style: “Times New Roman”
· Font color: “Black” 

· Font size: “12” 

· Bold for heading only. 
· Font in Italic is not allowed at all.

· No formatting or bullets are allowed to use.

Q1. Recommend at least five practices to control the un-authorized access to your online business. (5 marks)
· Never leave your computer unattended while using our online banking services. 

· Always exit the Online Business Plus site using the Logout button and close your browser if you step away from your computer. Your browser may retain information you entered in the login screen and elsewhere until you exit the browser. 

· Prevent the browser from caching (storing) the pages that you view by using on the Enhanced Security feature located on the Login screen. We strongly recommend that you use this feature if you are accessing the Online Business Plus site from a shared computer, such as at a friends house or through a publicly-accessible computer, such as at a library or airport. 

· Secure or erase files stored on your computer by your browser so others cannot read them. Most browsers store information in non-protected (unencrypted) files in the browser's cache to improve performance. These files remain there until erased. Using standard computer utilities or by using your browser feature to "empty" the cache, these files can be erased. 

· Disable automatic password-save features in the browsers and software you use to access the Internet. 

· Install and use a quality anti-virus program. As new viruses are created each and every day, be sure to update your anti-virus program often. 

· Install and use a personal firewall on your computer to ensure others cannot access your computer through the Internet. 

Install new security patches, as soon as your operating system and Internet browser manufacturers make them available
Q2. What is encryption and how does it work? (5 marks)
Encryption is the process of scrambling data into an unreadable format. It is more secure to transmit encrypted data over the Internet. In the case of the Online Business Plus site, data is sent by your browser through an encrypted channel to our secure systems where the message is safely received. 

Some browsers can create a more secure channel than others, owing to the 'strength' of their encryption. To safeguard your personal and financial information, we only use the strongest channel available-referred to as 128-bit SSL or Secure Socket Layer. If you have a browser that only supports 'weaker' encryption such as 40-bit or 56-bit SSL, you will need to upgrade your browser before using our site. 

Q3. Integrate Risk management activities into five phases of waterfall model. (10 marks)

1. Identified risks are used to support the development of the system requirements, including security requirements, and a security concept of operations

2. The risks identified during this phase can be used to support the security analyses of the IT system that may lead to architecture and design tradeoffs during system development

3. The risk management process supports the assessment of the system implementation against its requirements and within its modeled operational environment. Decisions regarding risks identified must be made prior to system operation

4. Risk management activities are performed for periodic system reauthorization (or reaccreditations) or whenever major changes are made to an IT system in its operational, production environment (e.g., new system interfaces)

5. Risk management activities are performed for system components that will be disposed of or replaced to ensure that the hardware and software are properly disposed of, that residual data is appropriately handled, and that system migration is conducted in a secure and systematic manner
