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Spring 2009
Assignment No. 5
Due Date:
Your assignment must be uploaded/submitted before or on 9th June 2009.
Max Marks: 20
Uploading instructions:

Please view the Assignment Submission Process document provided to you by the Virtual University for uploading assignments.

· The assignment should be in .doc format.

· Save your assignment with your ID (e.g. bx020200786.doc).

· The assignment submission through email is highly discouraged.
Rules for Marking:

It should be clear that your assignment will not get any credit if:

· The assignment is submitted after due date.

· The submitted assignment file is corrupted.

· The assignment is copied.

· The assignment material is directly copied from internet.

Note:

   Your answer must follow the below given specifications. You will be assigned no marks if you do not follow these instructions.

· Font style: “Times New Roman”
· Font color: “Black” 

· Font size: “12” 

· Bold for heading only. 
· Font in Italic is not allowed at all.

· No formatting or bullets are allowed to use.

Assignment Topic: 
The topic of the assignment is Information Security.
Objective:
We have learnt about Information Security in lecture 29. The objective of this assignment is to learn about the Information Security of any organization.
Assignment:

You have learnt about information security systems in the lectures. Now you are required to implement the information security system for an organization whose existence is online. Systems International is an IT based organization who provides IT solutions to the customers. Daily hundreds of customers do visit it and do the transactions. There are about 70 IT people who do access the system internally to make necessary updates. Develop a Information Security policy for the company. It should include 

· Scope 

The policy applies to all staff, students and other persons with access to organizational data and or information systems. 

The policy applies to all types of data (paper-based and electronic) and information systems. Those parts of the policy concerning electronic information or information systems have the authority of the Council Regulation concerning Information Technology.

· Objective

I- To assure all members of College that data they use:

· is available and can always be accessed;

· has integrity and has not been deliberately or inadvertently modified from an approved version;

· is kept confidential i.e. sensitive information is only accessible to those

Authorized;

· can be produced in order to comply with legitimate requests from law enforcement agencies, from data subjects as defined by the Data Protection Act 1998, and in any other circumstances for which there is current or future legal provision.
II- To ensure protection against risks including but not limited to:

· loss or damage to research or other academic work in progress or completed;

· loss or damage to student work and projects;

· Loss or damage to College finance, personnel, student record information etc.

· damage to reputations caused by breaches of security;

· Liability for the consequences of breaches of security.

III. 
To ensure that members of the Systems International are aware of their responsibilities and act accordingly
IV-     To ensure that Systems International information systems are properly protected against security breaches.
· Responsibilities 

The CEO of Systems International has overall responsibility for overseeing the implementation of this policy in the organization.

Heads of Departments are responsible for ensuring appropriate security (including physical security for access to rooms, filing cabinets and computers) is in place to protect data and information systems under their control and for taking action when appropriate. 

All departments need to have in place systems and procedures that protect the security of both paper-based and computer-based information, and mechanisms for responding and assisting in investigations in the event of a security breach.

The Director of ICT is responsible for ensuring appropriate security measures are in place for centrally provided IT-based teaching, learning and research systems, the IT Infrastructure systems and the Organization-wide management information systems.

The Director of ICT will nominate two or more persons to form a central IT Security Team that is authorized to take charge in the event of any suspected or actual breach of IT systems security anywhere in Organization. 

All staff and other persons with access to information must take all precautions to protect data held in the College, adhere to the principles of the Data Protection Act 1998, ensure confidentiality of data is respected and observe any guidelines on information security that are issued by the Organization.

The Information Services Department has responsibility to provide advice and assistance to other members of the College when dealing with information held in Electronic form.

· Implementation.
Access to IT systems and provisions for disaster recovery should be managed in accordance with the Guidance on Computer Security for Staff.
Heads of Departments should ensure that measures are in place to protect all information held in their respective areas. They should each nominate a suitable member of staff to take responsibility for advising on and implementing appropriate security measures in their areas. These persons will be known as Information Security Officers (ISOs).

The ISOs are responsible for ensuring that the information systems in their department are secured to a level appropriate for the information held on them and to a level appropriate for the importance and value of the systems themselves when considered as assets to the department. The ISOs will at least once a year carry out a risk assessment on all information for which they are responsible and take action to ensure that security measures are in place that are up to date and consistent with the risk assessment. They will consider all aspects of security including the physical security of equipment as well as systems security, access to data, and disaster recovery plans. Their review of security measures on the IT systems within their areas of responsibility will be in accordance with advice provided by the central IT Security Team.

The ISO or his/her nominees are authorized to carry out proactive monitoring and IT Security audits within their local areas. It is not expected that an ISO will have a systems management role for the information systems and/or data network in their department. However, security incidents involving electronic information systems require especially rapid action by technically competent personnel. Some departments/schools/institutes will have trained personnel but many will not; the central IT Security Team will provide the necessary technical expertise to assist the departments that do not have it.

There should also be alternative contacts in case of absence, and ideally 24/7 availability in emergencies. The central IT Security Team will maintain a list of these contacts
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