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How to open the .comin AFD

There are two ways to open the .com in the AFD debu gger.
» On command prompt type command afd filenane.com
E.g. if we want to open ex0l1.com in the AFD we will give

command as

BR C\Windows\system32icmd.exe l':' REE X

Y :sCE4Blsnasm2afd exBl.com

» 2" method is just open AFD with command af d

B Ch\Windows\system32iemd.exe | == -ﬁ"’:-|

Y isCE4B1 snasmafd_ i

Once you are in the AFD

m|




B C\Windows\system32cmd.exe - afd |5E|i_l

Advanced Fullscreen Debug
Professional
Version 2._808

Frocessor : 80286

CC>» Copyright AdTec GmhH 1998
all rights reserved
Frezz any key to continue

Perss spacebar to skip the intro screen and give co mmand L
filenanme.com

E.g. if we want to open ex01.com in the AFD we will give
command as —I ex0l.com

B C\Windows\system32icmd.exe - afd |5E|i_l
—— S . —

51 BEaa C8 2606 IF 6184 Stack +0 BBHA Flags 7282
DI BEaa DS 260C6 +2 28CD

EF BO6@ ES 26C6 HE 26C6 +4 9FFF OF DF IF SF
3P FFFE 38 26C6 F3 26C6 +6 TRBAH B B 1 8

1

D5 :8B8A

DS :A0A8
[BA+511.AL DE:861A
[BE+511.AL DE 818
[BR+S11.AL DE:862AQ
[BX+S811.AL DE-BE28

[BR+S11.AL DE:8A3A
[BA+811.AL DE:8A38
[BR+S11.AL DS :8R4A
[BA+811.AL Ds:8AQ48

a1 2 3 4 5 & 7 C D E
CDh 28 FF 9F 8@ ?n F8 FE JE 13 4B
1% 84 56 A1 15 84 BB @E #2 FF FF
FF FF FF FF FF FF FF FF 64 26 EBA
1B HUE 14 B8 18 8@ C& 26 8 88 BAa
65 B8 A8 B0 BA B0 B8 B0 88 B8 B8

ex01l.com will be loaded



B CA\Windows\system32cmd.exe - afd |£|Elﬂ—hl

51 BEaa C8 2606 IF 6184 Stack +H BUEA
DI BEaa DS 260C6 +2 28CD
EF BO6@ ES 26C6 HE 26C6 +4 2FFF
3P FFFE 585 2606 F§ 26C6 +6 TRBAH

1
D5 :8B8A
DS :A0A8
MOU AX . BEAS DE:861A
BEBABA MOU BX . 808A DE 818
ai1Dg ADD AX.BA DE:862AQ
BEBFBH MOU BX . BBAF DE-BE28
NOP DE:8A3A
ADD AR . BAR DE:8A38
MOU AX . 4CHH DS :8R4A
INT 21 Ds:8AQ48

6 7 8 2 A B C D E
CDh 28 FF 9F 8@ ?n F8 FE iDd F@ 1B 85 3E 13 4B
1% 84 56 A1 15 84 BB @E #1l A1 Bl A8 @82 FF FF
FF FF FF FF FF FF FF FF FF FF FF FF 64 26 CA
1B HUE 14 B8 18 8@ C& 26 FF FF FF FF 80 8@ @A
65 B8 A8 B0 BA B0 B8 B0 88 B8 B B0 BA B8 B8

Parts of the AFD Screen

A8 architecture register

Reqister Current value stac

e C:AWINDOWS\system32\cmd.exe - afd : N .;
PBeB  SI P@GB G5 1DD2| 1P G108 Stack 8 | Flags 3202 Flan stabi
900G DI @G DS 1DD2 2 D df stans
PB@@ BP B@G@ ES 1DD2 | [HS 1DD2 OF DF IF SF ZF AF PF CF
@986 SP FFFE S§ 1DD2 | |F§ 1DD2 8B 1 B B B B B

[BA+511. AL
[BA+SI1.AL
[BR+511,AL
[BA+S11.AL

. [BX+SI1.AL
[BX+SI1.AL
e [BX+SI1.AL : e 3
[BX+SI11.AL : > llata
; g

code window
W | n d oW |

data window 2

Executing the code line by line



To nove between various parts

To Move between memory/data window 1, registers
prompt press F7 or F8, to go to and come back from
window 2 press F9

To | oad contents of Menory

CvD> M1 DS : 100

of AFD

and

the above mentioned command will display the conten
memory location at offset address "0x0100" in memor

1 (the address of the location where normally your
variable is stored, if your first variable is a wor
moving two bytes ahead will display the contents of
variable e.g. M1 DS:102)

command
data

ts of

y window
first

d then
next

BN Ch\Windows\system32\cmd.exe - afd

51 BEaa G5 2606 IF 6184 Stack
DI BEaa DS 260C6

EF BO6@ ES 26C6 HE 26C6

3P FFFE 358 2606 F§ 26C6

CHMD >ml ds:8168

il BEOLAN MO AX . BEAS
Bi83 BEAABA MOU BX . A88A
Ai186 8108 ADD AR BA
B1688 BEBFBR MOU BX . BBAF
A18E 78 NOP

ains ADD AX . BX
MOU AX . 4CHH
INT 21

a1 2 3 4 5 & 7
CDh 28 FF 9F 8@ ?n F8 FE
1% 84 56 A1 15 84 BB @E
FF FF FF FF FF FF FF FF
1B HUE 14 B8 18 8@ C& 26
65 B8 A8 B0 BA B0 B8 B0

+# BadE
+2 28CD
+4 2FFF
+6 TRBAH

1

D5 :8B8A
DS :A0A8
DE:861A
DE 818
DE:862AQ
DE-BE28
DE:8A3A
DE:8A38
DS :8R4A
Ds:8AQ48

C D E
JE 13 4B
#@2 FF FF
64 26 CA
8 88 BAa
88 B8 B8




AR BHEA 51 @888
BX G868 DI BB6a
CR B013 BF @888
DX G868 SP FFFE

H1HH BEALHA
183 BBOnGA
H186 A1D8

H188 BBOAFAA

H1@E 28
H1@C @1DE
H1PE BEAA4C
Ai1i11 CD24

B C\Windows\system32\cmd.exe - afd
Cs 2606 IP #1988 Stack +@ BAAQ

DS 2606
ES 2606 HS 2606
88 260k FS 26CH

MOU
MOU
ADD
MOU
HOP
ADD
MOU
INT

cHD >J il
Ds:910

AR . AHAS
BX . G860
AX . BA

BX . HBBF

AR . BA
AX . 4088
21

2| a1 2 3 4 5 & 7 g8 9 A
DS - A8AaA CD 28 FF 9F 8@ 9 FA FE iD FA 1B
DS G818 15 B84 %6 B1 15 B4 BB BE 1 681 @1
DS 8828 FF FF FF FF FF FF FF FF FF FF FF
DS :B@38 1B BE 14 B8 18 80 C6 26 FF FF FF
DS - 8848 A5 B8 BA BB BA A BA BA #8 B8 8@

il Step EiProcStepiiElletrievelEHelp ON EBRKE

+2 28CD
+1 9FFF
+6 9A6A8

[] A4 %
D5:@118
DE:@A118
D5:0128
DE:@A128
DE:@138
DE:@A138
DS @148
DE:@148

B ¢ D E
@5 3E 13 4B
8@ B2 FF FF FF |..U..... .....
FF 64 26 CH
FF B8 88 B8 B8 |...... E&
HB B8 B8 A8 B  |........ ........

Menull3 fd up B dn ] le Wi ri |

e

Similarly to display data contents in memory window 2 use
the following command

CvD> M2 DS : 100

51 BEaa
DI BEaa
EF BO6@
3P FFFE

H168

BEBABA
ai1Dg
BEBFBH

BN Ch\Windows\system32\cmd.exe - afd

C8 2606
DS 260C6
ES 26C6
38 26C6

MOU
MOU
ADD
MOU
NOP
ADD
MOU
INT

CDh 28 FF 2F 80 A

IF 6184 Stack

HE 26CH
F& 26CH

AX . BEAS
B . BA@A
AR BA

BX . BBAF

AX . BX
AX . 4CHH
21

6 7
F@ FE
1% 84 56 A1 15 84 BB @E
FF FF FF FF FF FF FF FF
1B HUE 14 B8 18 8@ C& 26
65 B8 A8 B0 BA B0 B8 B0

+@ BABA Flags 7282

+2 28CD

+4 9FFF OF DF IF SF ZF AF PF CF
+6 TRBAH B B 1 8 8 8 8 8

1

DE:A18A
DE:A188
DE:A11A@
DE:A118
DE:812A
DE:-A128
DE:=813A
DE:A138
DE:814A
D5:A148

C D E
JE 13 4B
#@2 FF FF
64 26 CA
8 88 BAa
88 B8 B8




B C\Windows\system32\cmd.exe - afd | = | (=] |iE—J
e A R —

AR BHEA 51 @888 CS 2606 IP 8188 Stack +A BAAA Flags 7282

BX G868 DI BB6a DS 2606 +2 28CD

CR B013 BF @888 ES 2606 HS 2606 +41 9FFF OF DF IF SF ZF AF
DX G868 SP FFFE 88 260k FS 26CH +6 9A6A8 A 8 1 8 A A

CMD > |
DS : 9108

DE :@1@8
H1HH BEALHA MOU AR . AHAS D5:@118
183 BBOAGAA MOU BX . G860 DE:@A118
H186 A1D8 ADD AX . BA D5:0128
#1688 BBOAFAA MOU BX . B8AF DE:@A128
H1@E 28 HOP DE:@138

A1@C @1DE ADD Ax . B2 DE:@A138
H1@E BEAA4C MOU AX . 4CA8 DS @148
111 CD24 INT 21 DE:@A148

2| A 8 2 4 B C D E
DS 8188 B8 8% A BEE GF 8@ 78 A1 D3 B8
8 AL : UG BB B0 B8 BA B8 B A |L=*..... ........

B
D5 S M1 LM Ml MH BH B HA B8 B0 B8 BA B AA A |........ ........
DS 6138 #8 B8 6@ A U0 BB B0 B8 BA B8 BA BB |........ ........
DS 8148 B B8 BA B8 BA B B HB B8 B0 B8 BA B8 A A |........ ........

il Step FiProcStepEiRetrievelEHelp ON BBRE Menuld Pl up K] dn Bl 1e {5 »di |

B

Changi ng the Val ues of registers

If you want to change the values of the registers d irectly
in the debugger then here is the command:

regi st er=val ue

For example, you want to set 1DDO in DS register, y ou will
write like this:

ds=1DDO0

and press Enter.



B C\Windows\system32cmd.exe - afd |ﬂlﬁ]

51 BEaa G5 2606 IF 6184 Stack +H BUEA
DI BEaa DS 260C6 +2 28CD
EF BO6@ ES 26C6 HE 26C6 +4 2FFF
3P FFFE 585 2606 F§ 26C6 +6 TRBAH

1
DE:A18A
DE:A188
il BEOLAN MO AX . BEAS DE:A11A@
163 BEBABA MOU BX . 808A DE:A118
A186 A1DE ADD AX.BA DE:812A
H168 BEAFBH MOU BX . BBAF DE:-A128
78 NOP DE:=813A
ains ADD AR . BAR DE:A138
MOU AX . 4CHH DE:814A
INT 21 D5:A148

a1 2 3 4 5 & 7 C D E
BE B5 8@ BB Bn 08 01 D8 @1 D8 BB
4C CD 21 A8 A0 B8R AA @A 8 88 BAa
8 B8 B8 B0 BA B0 B8 B0 88 B8 B8
A 90 BH B8 A0 AR AA @A 8 88 BAa
f8 B8 A B0 BA B0 B8 B0 88 B8 B8

You can see the above command as changed the value of the
register.

F

51 BEaa C8 2606 IF 6184 Stack +8 BH8A
DI BEEA DS 1DDA +2 28CD
BP bBuaa ES 26C6 HE 26C6 +4 ?FFF
SP FFFE 58 2606 F§ 26C6 +6 7ABA

1

DS :818@

DS :@1688
1A BEALSAA MOU AX . AEAS DE:@A11A@
B183 BEOABO MO Bi . B88A DE:@A118
Bi66 B81D8 ADD AX.BX DE:-@12@
A188 BEOFBO MOU BX . B8@F DE:@128

HA16B 78 HOP DE:813A
ai1Dg ADD AX.BA DE:=A138

MOU AX . 4068 DE:814A

INT 21 DE:A148

g 1 2 3 4 5 & 7 C D E

50 5% 58 C3 53 51 33 CA 5B BC A2 Z¥YH [sg3t
BC B? B8 88 51 8B 1E 5C AC 8a Ca Aal--fils
iC 3C 82 74 11 E8 81 FF 5A BC Ch -L.t. il

56 BC 81 5?7 EB 28 83 86 DE 5% C7 U..¥d &.
5C BC 88 B8 FE 86 5B BC A3 5C ac A [

Or there is also another way, you can move between these
different windows (register window, memory window e tc.) by
pressing F8 or F9 keys in the debugger and then typing the

value in the respective window at desired location.



Changi ng content of nenory

To change the contents of the memory, Press F8 or F 9togo
to memory area 1 or memory area 2

B C\Windows\system32cmd.exe - afd |ﬂlﬁ]

51 BEaa G5 2606 IF 6184 Stack +H BUEA
DI BEaa D3 1DD@ +2 28CD
EF BO6@ ES 26C6 HE 26C6 +4 2FFF
3P FFFE 585 2606 F§ 26C6 +6 TRBAH

1
DE:A18A
DE:A188
il BEOLAN MO AX . BEAS DE:A11A@
163 BEBABA MOU BX . 808A DE:A118
A186 A1DE ADD AX.BA DE:812A
H168 BEAFBH MOU BX . BBAF DE:-A128
A18E 78 NOP DE:=813A
ains ADD AR . BAR DE:A138
MOU AX . 4CHH DE:814A
INT 21 D5:A148

a1 2 3 4 5 6 7 C D E

A 59 58 C3 53 51 33 CA 5B BAC A2 Zy¥X Eq3t
AcC B? 88 @A 51 8B 1E 5C BC Bn CcA@ S T N
1C 3C 82 74 11 E8 81 FF SR BC Cb -4t Bil

56 AC A1 57 EB 2@ 83 @6 D8 59 G7 U..¥é &a.
5C BC 88 8@ FE 66 5B 8C A3 5C ac LTI A

value

anea CS 2606 IP 8188 Stack +8 Flags 7282
aaea DS 1DD8

A\813 ES 26C6H HE 26C6 OF DF IF SF
515]01C) 8% 2606 F% 26C6

HiBW BRALS AX . WAL
i BR . BHEA

nd . BR

BX . 88WF

AR . BA
Ad . 4CH8
21

g

a1 2 3 4 5 6 7

50 59 98 C3 53 51 33 CA ZYE [Eg3tL
BC B? @88 8@ 51 8B 1E 5C al. Q1.
1C 3C 82 74 11 E® 81 FF RN 11}

56 BC 81 57 EB 28 83 86 U..¥d a.
5C BC 88 B8 FE @6 5B BC ~...0.L.

After typing the new value press enter. Viue will b e
changed accordingly



| C:‘\Wmdows\systeml?‘\crn:l.ﬁ - afd

[ .

Ax BEOE CS 2606 IP Bis88
B BBOE DS 1DD8

CX 8813 ES 26C6H HE 26C6
Dx BBE6E 8% 2606 F% 26C6

Hidd BEHALHE MOU AX . BEHS

HiH3 BEBABE [ BR . BHEA

B186 B1D8 AR . BA
T - . F

r

2 3 4 5 o 7
98 52 98 C3 53 51 33 CA@ E
BC B? @88 8@ 51 8B 1E 5C al. Q1.
1C 3C 82 74 11 E® 81 FF RN 11}
56 BC 81 57 EB 28 83 86 U..¥d a.
5C BC 88 B8 FE @6 5B BC ~...0.L.

i up B dn B 1e K5 »di |

YE 1503

Hel p W ndow

For help press F4 at CMD, the help window will be appeared

at the bottom now either press PageUP/ PageDown keys to move
back and forth or type any command at command promp t, the
command that you will type, and its help will appea rinthe
help window.

B C\Windows\system32cmd.exe - afd |ﬂlﬁ]

51 BEaa G5 2606 IF 6184 Stack +H BUEA
DI BEaa D3 1DD@ +2 28CD
EF BO6@ ES 26C6 HE 26C6 +4 2FFF
3P FFFE 585 2606 F§ 26C6 +6 TRBAH

1

DE:A18A

DE:A188
il BEOLAN MO AX . BEAS DE:A11A@
163 BEBABA MOU BX . 808A DE:A118
A186 A1DE ADD AX.BA DE:812A
H168 BEAFBH MOU BX . BBAF DE:-A128
A1AE 78 NOP DE:=813A
A168C @iDs ADD AR . BAR DE:A138
A1AE BEAA4C MOU AX . 4CHH DE:814A
A111 CD21 INT 21 D5:A148

? {xk= expression




To exit AFD

Finally use gui t command to exit from the shell.

On DOS command prompt type cl s and press Enter to clear the
screen



